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R-Tracing: Consortium Blockchain-Based Vehicle
Reputation Management for Resistance to
Malicious Attacks and Selfish Behaviors
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Abstract—Empowered by 5G communication technology, high-
speed information exchange can be realized on the Internet of
Vehicles (IoV) for intelligent transportation applications. Since
most applications require vehicles to report perceived information
to nearby base stations, how to defend against malicious attacks
and selfish behaviors of vehicles in reporting activities has become
an essential security issue. Some researchers have attempted to
encourage vehicles to actively report information by establishing
reputations for them, but these efforts have some shortcomings. In
model design, they neither verify the basis and process of reputa-
tion evaluation nor pay attention to the diversity and intelligence
of vehicle behaviors. In system construction, they fail to meet
the management needs of multi-party participation and provide
verifiable reputation management services. In this paper, we pro-
pose R-tracing, a consortium blockchain-based vehicle reputation
management scheme. The main contribution of our work lies in
three points. First, a vehicle reputation model is designed with a
reward and punishment mechanism and a regular tax mechanism.
Second, a vehicle reputation management system is constructed
by multiple organizations, in which all tasks of reputation update
are abstracted into three types of transactions. Finally, the effec-
tiveness of R-tracing is verified by extensive simulations running
on a large-scale traffic scenario and performance evaluation on
a prototype system. Compared with the typical linear reputation
model, our model not only resists the usual malicious attack and
selfish behavior but also effectively deals with the on-off attack and
rational selfish behavior. In the throughput test, R -tracing achieves
600zps, outperforming two state-of-the-art schemes.
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1. INTRODUCTION

ITH the rapid development of 5G communication tech-
W nology, the Internet of Vehicles (IoV) has become the
cornerstone of the intelligent transportation system (ITS). It
supports a variety of future applications, such as road traffic
status detection [1], anti-collision warning for autonomous driv-
ing [2], and vehicle service information sharing [3]. For intel-
ligent transportation applications, there is a typical information
exchange mode in which a vehicle first reports its perceived
information to the nearby base station, and the base station shares
the processed results with other vehicles on the road. Therefore,
the stable operation of applications in this mode largely depends
on vehicles actively reporting a large amount of truthful infor-
mation. Since the vehicle is manned, it may launch malicious
attacks [4] and demonstrate selfish behaviors [5] when reporting
information. On the one hand, malicious attackers can make
vehicles send fake information to interfere with applications. On
the other hand, selfish users can refuse vehicles to undertake the
task of information reporting from the perspective of reducing
overhead. To ensure the availability of intelligent transportation
applications, how to resist malicious attacks and suppress selfish
behaviors has become an important security issue.

The schemes based on cryptography [6], [7] can guarantee
the confidentiality, integrity, and availability of the reported in-
formation but cannot identify the authenticity of the information
content. To encourage vehicles actively report truthful informa-
tion, it is a promising idea to assign them reputation values and
build a reputation model for management [8]. To resist malicious
attacks and suppress selfish behaviors, vehicle reputation models
have been proposed by leveraging many methods such as ma-
chine learning [9] and Dempster-Shafer theory [10]. Although
they have been used to evaluate the reputation of vehicles and
the authenticity of reported information, there are still some
challenges to resolve. First, the traceability of the calculation
basis and the verifiability of the calculation process have not been
considered in reputation evaluation. The methods [11], [12] of
establishing trust relationships through reviews from neighbor
vehicles cannot meet those requirements. Attackers can exploit

0018-9545 © 2023 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See https://www.ieee.org/publications/rights/index.html for more information.

Authorized licensed use limited to: Nanjing University. Downloaded on October 07,2023 at 09:21:10 UTC from IEEE Xplore. Restrictions apply.


https://orcid.org/0000-0002-1611-9167
https://orcid.org/0000-0003-1629-6080
https://orcid.org/0000-0002-1626-9202
https://orcid.org/0000-0002-0629-4543
https://orcid.org/0000-0003-0741-8795
mailto:xuyw@seu.edu.cn
mailto:ftong@seu.edu.cn
mailto:enzeyftong@seu.edu.cn
mailto:enzeyftong@seu.edu.cn
mailto:yuxingftong@seu.edu.cn
mailto:qiaoxiang@xmu.edu.cn
mailto:liang.he@ucdenver.edu

7096

their vulnerabilities to forge a vehicle’s reputation value. Sec-
ond, little attention has been paid to the adversarial capabilities
improved by intelligent vehicles. Malicious vehicles can avoid
being kicked out of the system by switching states, while selfish
vehicles can also selectively report information to maintain a
minimum overhead. Third, the circulation of reputation value
in the whole system has not been considered for long-term
management. After many nodes obtain high reputation values,
the problem of reputation depreciation may occur, which breeds
malicious attacks and selfish behaviors of vehicles.

In addition to the work of model design, the construction of
a vehicle reputation management system is another important
issue attracting attention from academia and industry. In the
5G-enabled intelligent transportation scenario, the department
of motor vehicle (DMV), police department (PD), and multiple
mobile operators (MO) have the willingness and responsibility
to participate in the reputation management of vehicles. The
centralized solutions [13], [14] cannot meet the needs of multi-
party management and suffer from some inherent shortcomings
such as performance bottleneck and single-point vulnerability.
Distributed deployment schemes [15], [16] can overcome the
above shortcomings, but still face the problem of how to provide
publicly verifiable reputation management services. In recent
years, some scholars have tried to use blockchain technology to
build a vehicle reputation management system. So far, most pre-
vious attempts have only utilized the properties of blockchain,
such as distributed storage and data immutability. They have
failed to meet the management needs of multi-party participa-
tion in future intelligent transportation scenarios. Besides, most
previous works have focused on the scheme design but ignored
the construction and testing of a prototype system. Although a
few studies [17], [18] have built experimental systems through
Ethereum technology, their performance does not meet the re-
quirements for implementation in real scenarios.

To address the limitations of previous works, we propose R-
tracing, a consortium blockchain-based scheme to manage the
reputation value R of vehicles. The main contributions of our
work are summarized as follows.

® A complete vehicle reputation model is proposed with

three innovations. First, our model takes the confirmed
information as the calculation basis to ensure the update
process of reputation value is credible. Second, a reward
and punishment mechanism based on the signaling model
is proposed, which effectively resists malicious attacks and
derived on-off attacks. Finally, a regular tax mechanism
is designed for vehicles’ reputation, which not only sup-
presses various selfish behaviors but also maintains the
dynamic balance of reputation value in the management
system.

® A vehicle reputation management system based on con-

sortium blockchain is designed for 5G-enabled intelligent
transportation scenarios. First, a distributed architecture is
adopted by leveraging Hyperledger Fabric to meet the man-
agement needs of multi-party participation. Second, man-
agement tasks are abstracted into three types of transactions
and recorded on the chain to realize the traceability of the
reputation update process. Finally, three smart contacts are

IEEE TRANSACTIONS ON VEHICULAR TECHNOLOGY, VOL. 72, NO. 6, JUNE 2023

designed for different types of transactions. Besides, an
organization-based endorsement strategy is proposed to
ensure that each update of reputation value is verifiable
by executing a smart contract.

e R-tracing is fully verified to be an effective scheme
for vehicle reputation management in future intelligent
transportation scenarios. First, through theoretical anal-
ysis and software simulation, we prove that our model
not only resists malicious attacks and selfish behaviors
but also copes with challenges posed by vehicle in-
telligence. Second, by building and testing a prototype
system, we show the feasibility of the system design
and its performance advantages compared with previous
works.

The remainder of this paper is organized as follows. The
related work is summarized in Section II. The overview of
‘R-tracing is described in Section III by introducing the system
components, management tasks, and design goals. We present
our vehicle reputation model in Section IV and the system
scheme in Section V. An in-depth analysis is given in Section
VI to demonstrate that ‘R-tracing achieves the design goals. In
Section VII, R-tracing is verified by software simulations and
system experiments. Finally, our work is concluded in Section
VIII.

II. RELATED WORK

In this section, we analyze the previous studies from different
concerns and summarize their contributions to model design and
system construction in Table I.

A. Vehicle Reputation Model

Early studies focused on assessing the authenticity of the in-
formation reported by vehicles. In [19], the authenticity of infor-
mation content is calculated by detecting contextual associations
using information entropy theory. On this basis, the reporter’s
certificate is also introduced into the scheme of [20]. The gener-
ation time and signature times of the certificate are used as two
important evaluation indicators. In [21] the authors argue that the
closer the reporting vehicle is to the accident site, the higher the
credibility of the information. Therefore, a method is proposed to
assign different weights to different reporters of the same event
by distance calculation and then evaluate the authenticity of the
information through a voting algorithm. Although the factors
considered by the above methods are related to the authenticity of
the information, they are unreliable for evaluation, so the results
may have serious deviations. In [22], the reporter’s reputation
is used as an important basis for evaluating whether a piece of
information is truthful. Information sent by vehicles with high
reputations is considered more credible than that sent by vehicles
with low reputations. Therefore, vehicle reputation evaluation
has gradually become the focus of research on building trust in
IoV.

Some researchers try to solve the malicious behaviors of
reporting forged information by establishing a vehicle reputation
model. In [11], a model is proposed by combining subjective
trust and recommendation trust. Subjective trust is the local
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TABLE I
COMPARISON OF STUDIES ON VEHICLE TRUST MANAGEMENT
Vehicle Trust Model Vehicle Trust Management System
No.| Paper . -
Basic idea Malicious attack Selfish behavior|Intelligent vehicle Long-term balance Deployment mode|Leverage blockchai i Verifiable data| Verifiable i
1 [10] v 4 X X X v X X X X X
2 [ i A v X v X v X X X X X
3 N2 A 4 X X X v X X X X X
4 3] v v X X X A X X X X X
5 ns] A 4 X X X v X X X X X
6 | [16] v v v v X v X X X X X
7 nm R 4 X X X v v 4 X 4 v
8 | 18] R v v X X v v X X 4 X
9| 9] v 4 X X X A X X X X X
10] 20 v 4 X X X v X X X X X
1| 21 v %4 v X X v X X X X X
2| 2 v 4 X X X v v X X v X
13] 23] A v X X X v v X X v X
14 R4 v v X 4 X v X X X X X
15] [25] A 4 X X X v X X X X X
16| [26] A 4 4 X X v X X v 4 X
17 (28] A v X v X v X X X X X
18] 1291 A 4 4 v X v X X X X X
19 30 v v 4 X X A X X X X X
20| (311 A 4 X X X v X X X X X
21 321 A 4 v X X v v X X v X
2 133] A 4 X X X v v 4 X 4 X
23 |R-tracing A 4 4 4 4 V4 4 4 v v v
In the basic idea column, A represents the data-centric trust model, 5/ represents the entity-centric trust model.

In the column of deployment mode, /A represents the centralized solution while 57 represents the distributed solution.

node’s evaluation of the target vehicle based on historical com-
munication records, while recommendation trust comes from
the results obtained by asking other vehicles. The above idea is
followed in [10]. The direct trust and recommendation trust are
calculated respectively through the reputation matrix, and then
the global trust value for the target vehicle is generated through
a weight-based method. Similarly, a model named E-R is built
in [12], in which the reputation value is evaluated according
to knowledge, experience, and review. Experience and review
respectively correspond to objective trust and recommendation
trust in [11], while knowledge is calculated based on the tra-
jectory of the target vehicle. Besides, the roadside unit (RSU)
is set as the evaluator of vehicles’ reputation values in [23].
After collecting neighbors’ comments on the target vehicle, RSU
calculates a global reputation value by using a deep learning
algorithm. All the above methods utilize the reviews of other
vehicles for reputation evaluation, but they cannot guarantee
that every review is correct. Some studies attempt to design
evaluation methods from other perspectives. In [24], the authors
propose a vehicle trust management model named NOTRINO.
This model calculates the reputation value based on two mea-
surements, the distance between the evaluator and the target
vehicle and the heights of their antennas. In [25], a vehicle’s
reputation value is calculated based on the forwarding ratios of
data packets and control packets during a period. The calculation
basis used in both schemes is reliable, but whether the vehicles’
reputation can be accurately measured by these data or not is
still a problem. To deal with selfish behaviors, the model in [26]
requires that the reputation value should be deducted as the
cost of reporting information. The more times a vehicle reports,
the stronger its willingness to cooperate, therefore the lower
the cost per report should be. The authors in [27] introduce
an incentive mechanism to encourage vehicle cooperation. The
vehicles are rewarded for successfully reporting information,
thereby reducing the occurrence of selfish behaviors.

As the degree of intelligence increases, vehicles can adopt
on-off attacks to evade the penalty of the reputation model.
In [28], areputation framework is proposed to distinguish normal
behaviors from on-off attack behaviors. Since the local trust,
recommendation trust, and event trust are comprehensively con-
sidered in reputation evaluation, the model obtains good results.
A reputation model that combines vehicle-vehicle trust and
vehicle-RSU trust is proposed in [16]. It can not only detect ma-
licious attacks at an early stage but also defend against malicious
on-off attacks. The method proposed in [29] not only calculates
the current reputation value according to the neighbors’ reviews
but also predicts the change of reputation value by using the
Dirichlet distribution function. Due to the increased punishment
for malicious reporting, this method can effectively resist on-off
attacks.

To deal with malicious attacks and selfish behaviors of vehi-
cles, the reputation models are constructed by using different
methods in the above studies. However, there are still three
shortcomings. (1) When updating vehicles’ reputation values,
the calculation basis and process are not verified, which leads to
the unreliability of the model. (2) There is not enough consid-
eration for the confrontation ability exhibited by the intelligent
vehicle. Not only malicious vehicles can switch states to evade
detection, but also selfish vehicles can selectively report to
maintain a minimum overhead. (3) Reputation management is
not considered from the perspective of long-term operation,
and reputation devaluation is a potential problem faced by a
management system.

B. Vehicle Reputation Management System

In addition to model design, the construction of a reputation
management system is another important issue that attracts
academics and industries. In [13], a central server is deployed to
store vehicles’ reputation value, which is responsible for daily
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updates and query requirements. The system implementation is
vulnerable to various performance bottlenecks and single-point
failure. Some scholars have tried to use cloud services to build
a hierarchical reputation management system. A three-layer
system architecture is proposed in [14]. According to its plan,
vehicles at the bottom layer are responsible for reporting the
perceived information, RSUs at the middle layer provides data
transmission services, and cloud servers at the top layer are
used to calculate and store the reputation values. In [30], the
authors propose a similar hierarchical implementation. It differs
from the scheme of [14] in that the vehicles at the bottom layer
complete the initial evaluation of the reputation value through
fog computing, while the cloud host at the top calculates a global
result. Although the hierarchical scheme has made progress in
performance than the server-based scheme, it does not meet
the requirements of multi-party management in the 5G-enabled
intelligent transportation scenarios.

Some scholars have proposed several distributed system
schemes to manage the reputation of vehicles. In [15], each
vehicle independently completes the reputation management by
updating a local matrix according to the information received
from neighbors. The authors of [31] follow this idea and pro-
pose to maintain a reputation table on each vehicle. A similar
scheme is also adopted in [16], the difference is that the way of
storing reputation values is upgraded to a lightweight database.
Although these schemes achieve distributed reputation manage-
ment, they bring a lot of overhead to vehicles. Furthermore, since
they cannot verify the authenticity of information, the reputation
values are unreliable.

In recent years, blockchain has become an important means
of value transfer on the Internet due to its decentralization
and immutability. In [34], the authors believe that blockchain
technology can meet the needs of distributed management and
publicly verifiable service in future intelligent transportation
scenarios. A system implementation is proposed in [32], which
builds a blockchain on the RSUs to store the vehicles’ reputation
values. To improve operation efficiency, it adopts a consensus
mechanism combining proof-of-work (PoW) and proof-of-stack
(PoS). The authors of [22] follow this architecture and build a
trust management system on the Ethereum platform. In [33], a
consortium blockchain is deployed on the edge base stations for
data storage and management. To achieve secure and efficient
data sharing, a smart contract requires the on-chain nodes to
return the provider’s reputation to the requester, so that the
requester can choose the best data acquisition path. In [18], a dy-
namic proof-of-work (dPoW) consensus algorithm is proposed
to scale the system operation according to the incoming traffic
flow of vehicles. A reputation management system is builtin [17]
by using Ethereum, which adopts the idea of sharding to reduce
the workload from the main chain, thereby improving the overall
throughput. However, the above studies have not fully utilized
the advantages of blockchain to meet the requirements of vehicle
reputation management in future intelligent transportation sce-
narios. (1) Since most schemes adopt public chain technology,
they cannot meet the requirements of distributed management
involving multiple organizations such as DMV, PD, and MOs.
(2) Since the public blockchain runs complicated consensus
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Fig. 1. Three-layer system for vehicle reputation management.

algorithms like PoW among all nodes, a transaction consumes a
lot of computing and communication resources. As a result, the
low system performance cannot meet the requirements for these
schemes implemented in real scenarios.

III. R-TRACING IN A NUTSHELL

To address the shortcomings of previous works, we propose
‘R-tracing, a vehicle reputation management scheme. It not only
resists malicious attacks and suppresses selfish behaviors by
establishing a reputation model but also meets the requirements
of multi-party management and public verifiability by building
a distributed ledger on a consortium blockchain. Next, we will
introduce R-tracing from three aspects: system components,
reputation management tasks, and design goals.

A. System Components

As shown in Fig. 1, our system involves four roles: mobile
operator (MO), department of motor vehicles (DMV), police
department (PD), and vehicle. In cities, it is general that multiple
MOs build and operate 5G networks. Besides, DMV and PD
also have corresponding official bodies in different jurisdic-
tions. Therefore, we introduce the concept of organization to
represent DMV, PD, and each MO. According to R-tracing,
those organizations can deploy multiple nodes on the consortium
chain for vehicle reputation management. All nodes within an
organization trust each other, but organizations do not fully trust
each other.

MOs are responsible for deploying base stations and building
5G networks to ensure that wireless signals can reach every
block in urban areas. It is worth noting that the scenario in Fig. 1
includes two types of base stations: macro base station (MBS)
and small-cell base station (SBS). In addition to transmitting
wireless signals, MBS also has excellent computing and storage
capabilities and is directly connected to the Internet. In Fig. 1,
several SBSs are deployed around each MBS to make up the
limited coverage of 5G signals. These SBSs can interact with
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vehicles as an extension of the MBS, but do not own other
resources. Therefore, the base station (BS) described below
includes one MBS and its extended SBSs. In R-tracing, each BS
needs to deploy a node on the consortium blockchain to partic-
ipate in reputation management and belong to the organization
of the corresponding MO. Besides, BSs in cities are typically
deployed by multiple MOs. As shown in Fig. 1, since two
MOs have deployed four BSs in the scenario, they respectively
manage two nodes on the consortium blockchain.

DMV is a government department responsible for registering
vehicle information, issuing and revoking driving licenses, etc.
According to R-tracing, a vehicle should apply to the DMV
before joining the intelligent transportation application. After
receiving a request from a vehicle, the DMV needs to establish
a reputation account on the consortium blockchain, assign an
initial value, and issue a digital certificate for it. Besides, after
a vehicle permanently exits the application, the DMV should
withdraw its certificate, clear its reputation value, and cancel its
account.

PD is a government department responsible for dealing with
daily road congestion and traffic accidents to maintain good
traffic order. In R-tracing, PD takes the task of investigating
the information reported by vehicles. As the content of any
information may be forged, only the information confirmed
by PD can be used as the reliable basis for the reputation
calculation. In addition, since different neighborhoods have their
own PDs, R-tracing not only allows deploying a node on the
consortium blockchain for each PD but also supports setting up
only one node connecting to the internal system of PDs. Once
a piece of new information is recorded on the chain, PD should
immediately prove its authenticity. On the one hand, PD can
confirm on the spot by dispatching the police, such as dealing
with vehicle collisions. On the other hand, it can use the existing
road traffic monitoring system for direct confirmation, such as
observing congestion on a road segment.

Vehicles are both users of intelligent transportation services
and probes reporting a large amount of sensing data. In our
scheme, vehicles can accumulate their reputation by reporting
information to BSs. However, vehicles are manned, so they in-
evitably exhibit malicious and selfish behaviors in the reporting
activities. Besides, some vehicles also show certain intelligence
to avoid detection. To deal with these problems, the distributed
management of vehicle reputation needs to be achieved by DMV,
PD, and MOs. It is worth noting that vehicles are the objects
managed by those organizations, so they are not the nodes that
constitute the consortium blockchain. In addition to reporting
information, vehicles can also access the query service as users to
check the reputation values of other vehicles. The whole process
contains three steps. (1) A vehicle sends a request to an on-chain
node providing the reputation value query service. (2) The node
parses the request and obtains the reputation value from the
consortium chain. (3) The result is encapsulated in a response
and sent back to the user.

As shown in Fig. 1, the system of R-tracing consists of three
layers: the communication layer, the blockchain layer, and the
supervision layer. At the communication layer, MOs deploy
many BSs to achieve 5G signal coverage on all road sections.
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Vehicles report their perceived information to the nearest BS
anytime and anywhere through the 5G wireless connections. At
the blockchain layer, DMV, PD, and MOs jointly maintain a
distributed ledger on the consortium blockchain. As R-tracing
records all the update operations in the form of transactions,
it can obtain the current reputation value of each vehicle at any
time. It is worth noting that the entire chain is composed of nodes
deployed by DMV, PD, and MOs. Since the BSs have sufficient
computing, storage, and communication resources, MOs should
add their BSs as nodes to the consortium blockchain. Besides,
DMYV and PD also need to deploy multiple nodes on the chain
according to their organization settings. At the supervision layer,
DMV and PD need to provide off-chain support for the system
operation of R-tracing. DMV undertakes the vehicle registration
and identity verification services. Once a vehicle’s reputation
value reaches 0, DMV should immediately log off its account
and kick it out of the intelligent transportation applications.
For every piece of reported information, PD should verify its
authenticity. In this way, each update of the reputation value is
based on objective facts rather than subjective evaluations.

B. Reputation Management Tasks

In R-tracing, DMV, PD, and MOs jointly set up an official
account on the consortium blockchain and manage the reputation
values of all vehicles in the form of transactions. Based on the
scenario analysis in Section III-A, we set two types of repu-
tation management tasks: reputation management for reported
information and periodic reputation management for vehicles.

The reputation management for reported information aims to
reward and punish vehicle’s reputation values according to the
authenticity of their reported information. In Fig. 1, vehicles re-
port the perceived information to the nearest BS during the driv-
ing process. After verifying the identity of reporting vehicle, BS
submits a transaction request to the chain. In this transaction, a
portion of the reputation value in the vehicle account is deducted
as the cost of reporting the information. After receiving the
request, other nodes on the chain should endorse this transaction.
Only when the number of endorsements reaches the specified
threshold, this transaction is successfully recorded on the chain.
At the same time, PD knows this transaction on the chain and
tries to investigate the authenticity of the reported information.
After obtaining the result, PD submits another transaction on
the chain to update the reputation value of the reporter. If the
investigation result is true, the reputation value is increased as
a reward. Otherwise, a part of the reputation value is deducted
as a penalty. Similarly, the transaction is recorded on the chain
after being endorsed by enough nodes.

The periodic reputation management for vehicles focuses
on preventing vehicles from selfish behaviors. When a vehicle
exhibits selfish behavior, it will not actively report information
to the BS. Therefore, the method of rewarding and punishing
vehicles based on the reported information cannot be used to
suppress selfish behaviors. To deal with vehicles that only want
to enjoy the convenience and not fulfill the responsibility, R-
tracing requires the system to periodically collect the reputation
value from the vehicle as a tax. At the end of each management
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period, the system first counts the income and expenditure of the
official account and all vehicle accounts, then calculates the total
amount of tax that needs to be collected from vehicles, and finally
calculates the tax for each vehicle based on its performance in
the last period.

C. Design Goals of R-Tracing

To achieve the reputation management of vehicles in 5G-
enabled intelligent transportation scenarios, we summarize the
design goals of our R-tracing in the following aspects.

1) Resistance to Malicious Attacks: The Malicious Attack
(MA) is carried out by the vehicle sending false information
to the roadside base station to disrupt intelligent transportation
applications. For example, a malicious vehicle reports a traffic
accident that did not occur to obstruct the traffic order. For
reputation management, once a vehicle with MA is detected,
it should be severely punished or even excluded from the
system.

2) Resistance to Selfish Behaviors: The Selfish Behaviors
(SB) is displayed by the vehicle not reporting any perceived
information to the roadside BS. In this way, it can avoid the
overhead in computing, communication, and energy during its
driving progress. In reputation management, the vehicles that
actively report information should be rewarded, while those with
SB should pay for their silence.

3) Resistance to Intelligent MA and SB: With the improve-
ment of computing power and the application of Al technology,
vehicles are becoming more intelligent to implement MA and
SB. The Malicious On-off Attack (MOA) is an upgraded vari-
ant of MA. The vehicle that has accumulated a good reputation
by actively reporting for a long time may launch a MA under
certain circumstances and switch back to the normal mode as
soon as the attack is over. In addition, the Rational Selfish
Behaviors (RSB) becomes a more reasonable choice for the
vehicle to survive in the system. The vehicle participates in in-
telligent transportation activities with the premise of minimizing
its overhead. In general, it does not report any information. Only
when it finds itself unsustainable will the vehicle switch back
to the normal mode. For MOA, it is necessary to record the
attacks carried out by each vehicle and increase the punishment
according to the number of attacks. For RSB, the reputation value
needs to be reduced continuously to force the vehicle back to
the normal reporting mode.

4) Distributed Management of Reputation: From the view
of system design, R-tracing must meet the requirements of
distributed reputation management in 5G-enabled intelligent
transportation scenarios. First, different mobile operators and
government departments ally to manage the reputation values of
all vehicles in the system. Second, each update of the vehicles’
reputation value requires the participation of multiple man-
agers to calculate authoritative results based on the consensus
protocol.

5) Reputation Calculation is Publicly Verifiable: In the sce-
nario shown in Fig. 1, although MO, PD, and DMV ally to
manage the reputation of vehicles, they do not fully trust each
other. In addition, system users hope to verify the reputation
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value of any vehicle at any time. Therefore, publicly verifiable
reputation calculation is another design goal of our system. First,
the calculation basis in each update operation should be the
confirmed objective facts rather than the subjective evaluations
derived from others. Second, the calculation basis must be
recorded and not tampered with to ensure the reliability of raw
data. Finally, the calculation progress must be agreed upon by
managers to establish standard methods for public verification.

6) Avoidance of Reputation Devaluation: Reputation deval-
uation refers to the phenomenon that after the long-term opera-
tion of the reputation management system, the reputation values
of most vehicles are close to or even reach the upper bound due
to the active reporting of real information. In this case, any trust
relationship established based on the vehicle’s reputation values
will become unreliable. Therefore, it is necessary to manage
reputation from the perspective of the whole system to realize
the circulation of reputation value among different entities.

IV. VEHICLE REPUTATION MODEL

In this section, we propose a vehicle reputation model as the
cornerstone of R-tracing. Compared with previous works, our
model makes three improvements. First, to ensure the reliability
of the reputation evaluation, only the confirmed information is
used as the calculation basis. Both the information reported
by vehicles and the investigation results returned by PD are
recorded as transactions on a consortium blockchain to ensure
that the update of reputation value is traceable. Second, a re-
ward and punishment mechanism based on a signaling model
is presented to defend against malicious attacks and derived
on-off attacks. Finally, a regular tax mechanism is proposed
to suppress various selfish behaviors and achieve a dynamic
balance of reputation value for long-term management.

A. Reward and Punishment Mechanism

To resist malicious attacks in the reporting activities of ve-
hicles, we propose a reward and punishment mechanism based
on the signaling model in economics. Vehicles are required to
add a signal value e to each reported information. e indicates
the degree to which the vehicle confirms its current reported
information. If the value of e is high, it means that the vehicle
is very sure of the information it reports. After a BS receives
the information, even if the authenticity of the information has
not been verified, it can make a preliminary judgment through
a high e value. In addition, the vehicle needs to deduct a part of
the reputation value from its account as the cost ¢ of reporting
a piece of information. In our model, the function C'(e, R) is
designed for the calculation of c. There are three properties that
C'(e, R) needs to satisfy. First, the vehicle should be able to pay
the cost for each reported information. Second, the vehicle that
set a higher e when sending information should pay more. Third,
the vehicle with a higher value of reputation R should pay less in
the same situation. Based on the above analysis, these properties
are described as follows.

e Ye,R,C(e,R) € [e,R]

e YR,C(0,R)=0

o ac{(;e,R) <0
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To satisfy three properties, C'(e, R) is defined formula (1),
where « is the tuning parameter set for different applications.
Since the vehicle should be kicked out of the system after its R
becomes 0, the value of R in our model is always greater than
0. According to formula (1), when e takes the value of R/+/c,
C'(e, R) reaches the maximum value R.

oC (e,R)
R

62

After the information is verified, the model needs to reward or
punish the reputation value of the reported vehicle. The function
W (e) is designed for the calculation of the reward w. On the
one hand, the value of w should be higher than the cost of ¢ paid
by the vehicle before. On the other hand, the vehicle that set a
higher e when sending information should obtain more reward.
Besides, the function P(f) is designed for the calculation of
the penalty. After the information is verified as false, the model
proportionally deducts a portion of the vehicle’s current repu-
tation value. Since all reporting activities are recorded on the
chain, the model can count the number of malicious attacks f
the vehicle has performed, and make the penalty become severe
as f increases. According to the above analysis, properties that
W (e) and P(f) need to satisfy are summarized as follows:

e Ve, R, W(e) >C(e,R)
AW (e)

* —5— >0
. —8’;;f)>0

To achieve the above properties, we respectively define W (e)
and P(f)informula (2) and (3). Like «, 5 in formula (2) is also a
tuning parameter set for different applications. Due to equipment
failures and programming errors, the model should tolerate
the vehicle reporting incorrect information several times. The
vehicle should only be removed from the system if it is found
to have carried out multiple malicious attacks. Therefore, P(f)
is designed as a piecewise function. The reputation value of the
vehicle is reduced to 0 only when f is greater than the threshold
th?"l .

)0 r= false
W(e) = {56 -~ brue 2
B R f>thr
p(f;R) = (L—@V)*R [ <thr )

B. Tax Mechanism

For long-term management of vehicle reputation, we propose
aregular tax mechanism. R-tracing sets up an official account for
multiple managers. In daily management, the reputation value
circulates between the official account and the private accounts
of vehicles. When a management period ends, the reputation
value S paid from the official account is counted according to
formula (4). W is the total number of reputation values awarded
to the honestly reporting vehicles, P is the total number of
reputation values deducted from vehicles performing malicious
attacks, and C' is the sum of the costs paid by vehicles for
reporting information. Besides, [ is the total number of times
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that all vehicles report information in one period, where m
represents the number of times PD’s investigation result is true,
and n represents the number of times the result is false.

m n l
S=W-P-C= w—Y pi—y ca @

If S is greater than 0, the official will charge reputation value
to all vehicles as tax. The function T(R, 6, d) is designed to
calculate the tax paid by each vehicle, and it should satisty
three properties. First, the vehicle is classified into a subset for
processing according to its reputation value change J in the last
management period. Three subsets are set up in the model, which
correspond to the increase, decrease and unchanged situation of
the reputation value respectively. Second, no matter whether
the reputation value increases or decreases, the tax paid by the
vehicle increases with the increment in the absolute value of §.
If the reputation value remains unchanged, the tax paid by the
vehicle is positively related to the value of R. Finally, the mileage
d in the last period is also used as an evaluation factor. The larger
the d, the longer the vehicle has been active in the system, and
the more tax it needs to pay. The vehicle with a higher d enjoys
more service, so it should pay more tax. According to the above
analysis, T'(R, ¢, d) is defined in formula (5), where n;, n, and
n3 are the number of vehicles in the three subsets. 7', 15 and
T3 are the taxes that the vehicles in the three subsets should pay
respectively. When the model is applied, T, ¢ € {1,2,3} can be
calculated by presetting the ratio 7; of each subset in total tax
S.

s s ) T 9> 0
5<0 (5

T(R,5,d) = At A )T
5=0

PO HIEED DN
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V. VEHICLE REPUTATION MANAGEMENT SYSTEM

In R-tracing, we build a vehicle reputation management
system based on a consortium blockchain, which meets the
needs of multi-party management in the 5G-enabled intelligent
transportation scenarios and achieves the public traceability of
the reputation update process. In the following paragraphs, we
define the vehicle reputation management activities as three
types of transactions, show the system component and workflow,
and introduce three smart contracts and related endorsement
strategies.

A. Transactions on Consortium Blockchain

According to the vehicle reputation management activities
described in Section III-B, three different types of transactions
are defined on the chain. Type 1 transaction is designed for the
reporting activities of vehicles. In such transactions, the informa-
tion is recorded on the chain and a certain amount of reputation
value is deducted from the reporting vehicle’s account. Type
2 transaction is designed to reward and punish a vehicle by
updating its reputation value after its reporting information is
verified. The reward or punishment is calculated according to the
investigation result provided by PD. All the details are kept in a
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Fig. 2. Three types of transaction records.

transaction record and submitted to the chain. Type 3 transaction
is designed to tax vehicles periodically. In such transactions, a
portion of the reputation value is deducted from the vehicle’s
account and transferred to the official account.

Fig. 2 shows the structure of the three types of transactions. In
our system, Transld is the identifier assigned to each transaction,
Type is the field marking the transaction type, Nodeld records
the node who submits this transaction, and RcdTimestamp is
the time when the transaction is submitted to the chain. In the
record of Type 1 transaction, Vehicleld indicates the identity of
the reporter, SndTimestamp saves the time when the information
is sent, and the fields of Eventld, Position, and Descriptionrecord
the event details contained in the information. According to our
vehicle reputation model, a vehicle should select a signal value
before reporting information to BS. On basis of it, the cost of
reporting this information is calculated and deducted from the
vehicle’s reputation account. In Fig. 2, the fields of SignalValue
and Cost are set to record these two important values. In the
record of Type 2 transaction, Eventld specifies the event de-
scribed in the information, and Result is the feedback provided
by PD after investigating the event. If the event is confirmed, the
vehicle’s reputation value is increased as a reward. Otherwise, a
part of the reputation value is deducted as a penalty. In the record
of Type 2 transaction, Flag marks whether the current transaction
is areward or punishment, and UpdateValue records the specific
value of this operation. In the record of Type 3 transaction, Tax
indicates the reputation value that needs to be deducted from the
vehicle marked by Vehicleld. Since all vehicles are divided into
three categories to calculate taxes separately, Flag records the
category of the current vehicle. Besides, PeriodEndTime records
the end moment of the last management period.

B. System Architecture

As shown in Fig. 3, our vehicle reputation management sys-
tem is built on a consortium blockchain. Different organizations,
such as DMV, PD, and MOs, are responsible for constructing
this chain. Each organization should deploy multiple hosts as
peer nodes and elect a leader peer to communicate with other
organizations. As mentioned in Section III-A, MOs can deter-
mine the number of peer nodes by referring to the number of
their base stations, while DMV and PD need to set the number
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of peer nodes according to their demands. In Fig. 3, all the peer
nodes jointly maintain a distributed ledger. Each transaction that
updates a vehicle’s reputation value is recorded on the chain
for publicly verifiable reputation management. Besides, each
organization should deploy an orderer node in the system. Those
orderer nodes form a network that provides an ordering service
for every transaction.

In R-tracing, we achieve vehicle reputation management by
executing three types of transactions. Every transaction must
pass through the following three steps before being recorded on
the chain. First, a peer node submits a transaction on the chain.
Different types of transactions are submitted by the peer nodes
of different organizations. For Type 1 transactions, BS is the
local receiver of the information, so its peer node is responsible
for the submission. For Type 2 transactions, as PD is the author-
itative provider of the investigation result, its peer nodes should
complete this task. For Type 3 transactions, since DMV is the
official manager of vehicles, its peer nodes are responsible for
the submission. Second, the transaction is confirmed according
to an endorsement strategy. It is essentially a process of repeated
execution of the same smart contract by other peer nodes. Only
after the endorsement strategy is satisfied is the transaction
confirmed officially and granted the qualification to record on the
chain. Finally, the peer node submitting the transaction sends it to
the orderer nodes. After reaching a consensus on the sequence
of recent transactions, the orderer nodes pack the transaction
records into a block and notifies all on-chain nodes to update the
distributed ledger.

C. Smart Contracts

In our system, the update process of reputation value is
guaranteed to be publicly verifiable by using smart contracts.
For three types of transactions, different smart contracts are
designed and deployed on the chain in the form of chaincodes.
When a peer node submits a transaction, other nodes endorse it
by executing the corresponding smart contract. If the execution
result is correct, the transaction is successfully endorsed once.
For a consortium blockchain, a unified endorsement strategy
needs to be formulated for three types of transactions. In our
system, we adopt two different endorsement strategies. The
first is the basic N-time endorsement strategy (N-strategy),
while the second is an organization-based endorsement strategy

Authorized licensed use limited to: Nanjing University. Downloaded on October 07,2023 at 09:21:10 UTC from IEEE Xplore. Restrictions apply.



XU etal.: R-TRACING: CONSORTIUM BLOCKCHAIN-BASED VEHICLE REPUTATION MANAGEMENT

7103

Algorithm 1: O-strategy.

Algorithm 3: Smart Contract for Type 2 Transactions.

Input: trd: transaction record; O: organization set; E: endorsing
node set;
Output: rlt: endorsement result;
1 for o; in O do

2 e; < 0;.get_random_node();

3 E.add_node(e;);

4 cnt < 0;

5 for e; in E do

6 switch (trd.type) do

7 case / do

8 f < ej.call_smart_contract_I(trd);
9 break;

10 case 2 do

11 f < ej.call_smart_contract_2(trd);
12 break;

13 case 3 do

14 | < ej.call_smart_contract_3(trd);
15 break;

16 if f then

17 |_ cnt < cnt + 1;

18 if (cnt = E.get_size()) then
19 |_ rlt < true;

20 else
2 | rlr < false;

22 return rlz;

Algorithm 2: Smart Contract for Type 1 Transactions.

Input: trd: transaction record;
Output: rlr: execution result;

1 r <— get_report_from_node(trd.nodeld,trd.transld);
2 R < get_reputation_from_chain(trd.vehicleld);
3 if (trd.signalValue = r.signalValue) then

4 ¢ < cal_cost(trd.signalValue,R);

5 if (¢ > R OR ¢ < 0) then

6 |_ rlt < false;

7 else if (¢ = trd.cost) then

8 |_ rlt < true;

9 else

10 | rlr < false;

11 else

12| it false;

13 return rlt;

(O-strategy) proposed by us. In N-strategy, if the endorsement
times of a transaction reach the threshold n, it will be delivered
to the orderer node. O-strategy requires that any transaction is
allowed to be delivered to the orderer node only after at least
one node of each organization completes the endorsement. As
shown in Algorithm 1, O-strategy consists of two main steps: (1)
An endorsing node is randomly selected from each organization
and added to the specified set constructed for the current transac-
tion. (2) Each endorsing node executes the corresponding smart
contract to confirm the transaction. Only after all the selected
nodes have confirmed the transaction is the entire endorsement
process completed.

In R-tracing, we design three smart contracts for different
types of transactions. The first one is for Type 1 transactions.
As shown in Algorithm 2, it takes a transaction as input and
the execution result as output. According to the contract, the

Input: trd: transaction record;
Output: rlr: execution result;

1 r < get_report_from_node(trd.nodeld,trd.transld);
2 R < get_reputation_from_chain(trd.vehicleld);

3 if (trd.result = rresult) then

4 if (trd.result) then

5 e < get_signal_from_chain(trd.eventld);
6 w < cal_reward(e);

7 if (w = trd.updateValue) then

8 | R« R+w

9 else

10 |_ rit < false;

11 else

12 f < get_punish_num_from_chain(trd.vehicleld);
13 p < cal_punish(f/R);

14 if (p= trd.updateValue) then

15 L R «R- p

16 else

17 |_ rlt <+ false;

8 | if (R > Rpaz OR R < 0) then

19 | rlr < false;

20 else

21 L rlt <+ true;

22 else

23 | rlr < false;

24 return rit;

endorsing node first gets the report from the submitting node
and queries the current reputation value of the specified vehicle.
Then, it verifies the signal value in the transaction and calculates
the cost that the reporting vehicle should pay for the information.
Finally, the endorsing node checks whether the result of cost is
correct. If all condition is satisfied, it returns true. Otherwise,
it returns false. The second smart contract is for Type 2 trans-
actions. It also takes a transaction as input and the execution
result as output. According to Algorithm 3, the endorsing node
first gets the report from a PD’s node and queries the current
reputation value of the specified vehicle. Then, it calculates the
reward or punishment for the reporting vehicle according to
the investigation result. Finally, it checks whether the updated
value is reasonable. If the new reputation value is confirmed
correct, it returns true. Otherwise, it returns false. The third
smart contract is designed for Type 3 transactions. Its input is a
transaction, and the output is the execution result. According to
Algorithm 4, the endorsing node first calculates the changes of
the official account and vehicles’ accounts in the latest man-
agement period, then calculates the tax of the specified vehicle
according to its category, and finally checks the reputation value
after deducting the tax. It returns true if the updated reputation
value is correct. Otherwise, it returns false.

VI. ANALYSIS OF R-TRACING

In this section, we conduct an in-depth analysis of R-tracing
to demonstrate that it can meet the design goals presented in
Section III-C.

Authorized licensed use limited to: Nanjing University. Downloaded on October 07,2023 at 09:21:10 UTC from IEEE Xplore. Restrictions apply.



7104

Algorithm 4: Smart Contract for Type 3 Transactions.

Input: trd: transaction record;
Output: rit: execution result;
S < get_official_account_change(trd.periodEndTime);,
T1 —a-S;
Ty < b-S;
T3 < c¢-S;
R < get_reputation_from_chain(trd.vehicleld);
m < get_miles(trd.vehicleld);
& < get_reputation_change(trd.vehicleld,trd.periodEndTime);
if (6 > 0) then
| npe 1
else if (6 < 0) then
no| npe 2

o R 7. I I SE

else
| tpe <+ 3;
t < cal_tax(type,6,m);
15 if (t > R OR ¢ < 0) then
|_ rlt < false;
else if 1 = trd.tax then
|_ rit < true;
else
|_ rlt < false;

D
-

return rit;

A. Analysis of Security Goals

In the following, we first illustrate how R-tracing can re-
sist malicious attacks by proving that the reputation model
can achieve a separation equilibrium, then demonstrate that
‘R-tracing can suppress selfish behaviors by introducing the tax
mechanism, and finally prove that R-tracing can also resist MOA
and RSB by analyzing the whole system.

1) Resistance to Malicious Attacks: For an activity of report-
ing information, the utility function of the reputation value is
shown in formula (6). If the vehicle reports information honestly,
then its utility U} can be calculated according to formula (7).
Since the model requires that the reward obtained by the vehicle
must be greater than the cost of reporting information, the value
of U}, is always positive. If the vehicle reports false information
for malicious attacks, its utility U,,, can be calculated according
to formula (8). Regardless of whether the number of malicious
attacks exceeds the threshold thry, the value of U,,, is less than or
equal to 0. Therefore, the choice of honest reporting can improve
the vehicle’s reputation, while the choice of malicious attacks is
very likely to reduce the reputation value.

Ue,f,R)=W(e) — P(f,R) — C(e,R) (6)

2

e

Un(e,R) = Be — R >0
(7
&% - f > thr
UntefRY=4 e _ (1-G))r 1 <thr =0

(3)

The vehicles performing different behaviors need to set dif-
ferent optimal signal values to obtain the maximum utility.
When reporting information honestly, the vehicle needs to set

IEEE TRANSACTIONS ON VEHICULAR TECHNOLOGY, VOL. 72, NO. 6, JUNE 2023

the optimal signal value ej, for maximum utility. As shown in
formula (9), the value of ej, is solved to aFR /2 by setting the
partial derivative of U, (e, R) equal to 0. By solving formula
(10), it is obtained that the optimal signal value ¢e;, should be set
to O when the vehicle carries out a malicious attack. Assuming
that all vehicles rationally make optimal choices, the model can
reach a separation equilibrium. If an attacker sets the e of a
forged information to 0, even if it doesn’t pay any cost for this
information, it will reduce its reputation due to severe penalty.

U (e, R) B 2e

o PTar” ©)
OUp(e, f,R) 2
9  aR (10)

2) Resistance to Selfish Behaviors: For the vehicle with
selfish behaviors, the utility function of its reputation value
is described in formula (11). If a vehicle does not report any
information within a management period, there will be neither
costs nor penalties, but tax must be paid. According to formula
(5), as the vehicle’s reputation value does not change, the tax
is only related to its current reputation value ‘R and the miles
d driven during the management period. Since the values of
‘R and d are non-negative, the utility of the selfish vehicle is
less than or equal to 0. If the vehicle remains silent, it will be
deducted a portion of its reputation value as tax at the end of each
management period. Until the reputation value is cleared, the
vehicle will be excluded from the system. It is worth noting that
the taxes paid by vehicles are different. According to formula
(11), a vehicle with a higher reputation value should pay a higher
tax for its selfish behavior. This setting avoids a situation where
vehicles gradually reduce their reporting after accumulating high
reputations. Additionally, the more miles a vehicle has driven,
the more tax it needs to pay for wasting more opportunities of

R d

reporting perceived information.
: + S
2\EL R TR )

3) Resistance to Intelligent MA and SB: For MOA, R-tracing
takes defensive measures against it from both model and system
aspects. First, the model sets a threshold thr; in formula (3)
for the number of malicious attacks performed by the vehicle.
Once the number exceeds thry, the vehicle’s reputation value
will be set to O directly. Second, in terms of system design,
all updates of reputation value are recorded as transactions
on the consortium blockchain. Since these records cannot be
tampered with, managers can obtain the exact number of mali-
cious behaviors by querying the distributed ledger. Therefore,
‘R-tracing can completely defend against MOA. For the vehicle
with RSB, R-tracing deducts its reputation value after each
management period through the tax mechanism. Since the living
space is gradually compressed, the vehicle with RSB have to
report information to earn reputation values. Compared with the
incentives brought by rewards, the tax mechanism can ensure
that all vehicles must report perceived information to maintain
their survival status.

Us = (1)
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B. Analysis of System Goals

In this subsection, we demonstrate through in-depth analy-
sis that R-tracing satisfies the system design goals of vehicle
reputation management.

1) Distributed Management of Reputation: In R-tracing, we
build a distributed system for vehicle reputation management. In
our system, DMV, PDs, and MOs are defined as different organi-
zations in 5G intelligent transportation scenarios. To overcome
the incomplete trust between organizations, the nodes belonging
to different organizations are connected through a consortium
blockchain. The decentralized and immutable advantages of
blockchain are used to meet the requirements of distributed
reputation management. In addition, three types of transactions
are designed for the update reputation values. Each transaction
needs to be submitted by one node and recorded on the ledger
after reaching a consensus among all nodes.

2) Reputation Calculation is Publicly Verifiable: In R-
tracing, we design three types of transactions for the reputation
update of vehicles. Each transaction needs to be stored on
the consortium blockchain. As shown in Fig. 2, whether the
transaction is for reported information, rewards, punishments, or
periodic taxation, the transaction records will save detailed data.
Thanks to the immutable nature of the blockchain, transaction
records can provide a reliable calculation basis for publicly ver-
ifiable reputation management. In addition, R-tracing regulates
the reputation calculation process in the form of smart contracts.
Any authorized user can execute a smart contract to check
whether the reputation calculation in a transaction is correct.
Therefore, the reputation calculation of R-tracing is publicly
verifiable.

3) Avoidance of Reputation Devaluation: In R-tracing, we
not only assign a reputation account to each vehicle, but also set
up an official account for managers. In our system, reputation
value is not allowed to be created or eliminated out of thin
air. Its total amount must always remain the same. Therefore,
whether in the management task for reporting information or
in the management task for periodic taxation, the reputation
value only flows between the official account and different
vehicle accounts. As shown in formula (4), after a management
period, the reputation value paid by the official account needs
to be collected from the vehicle accounts through taxation.
Therefore, in the same management period, if some vehicles’
reputation values increase, the other vehicles’ reputation values
will inevitably decrease. To sum up, R-tracing can avoid the
occurrence of reputation devaluation.

VII. EXPERIMENTS

Due to the limitation of experimental conditions, we cannot
carry out large-scale experiments on an actual system, so we
use a combination of software simulation and system testing. To
verify that our reputation model can resist malicious attacks and
selfish behaviors, we conduct simulation experiments involving
100 vehicles on MATLAB. In addition, we build a prototype
system using multiple devices in our laboratory. By measuring
the throughput, transaction confirmation latency, and storage
overhead, we prove that R-tracing achieves the system goals
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mentioned in Section III-C and meets the basic requirements of
deployment in 5G-enabled intelligent transportation scenarios.

A. Performance of Vehicle Reputation Model

Whether our vehicle reputation model can effectively resist
malicious attacks and selfish behaviors is the focus of R-tracing
verification. To achieve evaluations in large-scale traffic scenar-
ios, we conduct comparative experiments on MATLAB instead
of a system. According to the Manhattan model, a road network
consisting of six roads in each direction is constructed, covering
an urban area of 40 x 40 km?. 100 vehicle nodes with different
behaviors are set in the traffic scenario. To trigger the reporting
activities of vehicles, 200 events are randomly arranged at differ-
ent locations and times. Any vehicle that passes the designated
location within the specified time can detect the corresponding
event and behave according to its type. Before our experiment,
we plan 10 routes for these vehicles. In each simulation, all
vehicles should randomly choose a route and drive along it at
a constant speed of 72 km/h. In terms of the communication
model, we implement the constant speed propagation delay
model on MATLAB and set the communication range of vehicles
to 2 km. The duration of each simulation is 2000 seconds, and
the statistical results of 10 repeated experiments are discussed
in the following paragraphs.

First, a set of comparative experiments are performed to
demonstrate the resistance of our vehicle reputation model to
MA. It is worth noting that although the proportion of vehicles
with MA in all vehicles may have an impact on the update
process of all vehicles’ reputation values, the changing trend of
reputation value is fixed according to the results of our parameter
tuning experiments. In the first comparative experiment, 30% of
nodes are randomly set as vehicles with malicious attack behav-
iors (VMAB), and the remaining 70% of nodes are set as vehicles
with honest behaviors (VHB). In addition, the classical linear
reputation model (LRM) adopted in [16] and [35] is chosen for
comparison. In this model, the reputation value will increase at
a certain ratio after the vehicle honestly reports the information.
Correspondingly, if a malicious attack is detected, the vehicle’s
reputation value will be deducted according to a certain ratio.
Fig. 4 shows the reputation value changes of VHB and VMAB
concerning two different models. Since both R-tracing and LRM
reward VHB and punish VMAB by increasing the reputation
value, change trends of reputation values in Fig. 4(a) and (b)
are similar. However, there are still three differences in the
performance of the two models. (1) LRM deducts the reputation
value at a fixed ratio. If a vehicle continues to report forged infor-
mation, the punishment of LRM will gradually become lighter as
the vehicle’s reputation value decreases. By reading transaction
records from the chain, R-tracing can count the number of times
anode play as VMAB. Therefore, the deducted reputation value
in our model increases with the number of malicious attacks,
which satisfies the principle of increasingly severe punishment.
(2) The proportional deduction in LRM can reduce the reputation
value of VMARB to a very low level but cannot kick the VMAB
out of the system by clearing its reputation value to 0. The
R-tracing model requires that once the number of malicious
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attacks exceeds thry, the reputation value of VMAB is directly TABLE Il
cleared to 0O, to quickly exclude it from the system. Fig. 4(c) PARAMETERS IN REPUTATION MODEL
shows.the reputation valge of vehicle 20# in an e>.§periment. The Parameter Value
R-tracing model can quickly reduce the reputation value to 0, a 2
while LRM cannot. (3) In LRM, the reputation value of VHB B 0.5
h th, bound af hh Once thi thr ;
can reac the upper bound after enough honest report's. nce this thrs 200
situation occurs, the VHB may turn to selfish behavior because Speed 72km/h
it cannot continue to accumulate its reputation value. According Range , 40x40km?
to the R-traci h update of th hicle’ tati 1 Simulation duration 2000s
to the R-tracing, each update of the vehicle’s reputation value Number of vehicles 100
is treated as a transaction with the official. On the one hand, Number of accidents 200
the reward VHB gets in each transaction gradually decreases Tax interval ) 200s
. . . . The maximum of reputation value 1000
with the increment of its reputation value. On the other hand, - 1/3
. . . . . z
all vehicles periodically deduct a portion of the reputation value The communication distance of vehicle ~ 2km

to pay taxes. Therefore, as shown in Fig. 4(a), the VHB can
maintain a high reputation, but cannot reach the preset upper
bound. Second, the resistance of the above two models to the
malicious on-off attack is compared through experiments. Simi-
lar to the previous experiment, 30% of nodes are randomly set as
vehicles with malicious on-off attack behaviors (VMOAB), and
the remaining 70% are set as VHB. In addition, the form of MOA
is defined as a cycle of three reports. Each VMOAB reports true
information the first two times but false information the third
time. Fig. 5 shows the reputation value changes of VHB and
VMOAB with respect to two different models. Although both
models reduce the reputation value of VMOAB, they perform
differently. LRM can only reduce the reputation value to a certain
extent but cannot impose continuous penalties on VMOAB. The
model of R-tracing can quickly reduce the VMOAB’s reputation

value to 0 by tracing its previous transactions. Fig. 5(c) shows
the reputation value of vehicle 8# in an experiment. It clearly
shows that LRM cannot defend against MOA, while our model
is able to quickly kick VMOAB out of the system.

Finally, the inhibitory powers of two models on two types
of selfish behaviors defined in Section III-C are compared.
In experiments, 30% of nodes are randomly set as vehicles
with selfish behaviors (VSB), 30% of nodes are randomly set
as vehicles with rational selfish behaviors (VRSB), and the
remaining nodes are set as VHB. According to the setup of
experiments, once its reputation value falls below thr, shown
in Table II, VRSB will switch from selfish silence to active
reporting. Fig. 6 shows the reputation value changes of VSB and
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. Leader Peer

Devices Configurations oS

Server 1# Intel XEON SP; MEM:32G; SSD:256G Ubuntu 18.04
Server 2# Intel XEON SP; MEM:32G; SSD:256G Ubuntu 18.04
BS 1# Intel Core i9-10900; MEM:32G; SSD:512G Windows 10

BS 2# Intel Core i5-12400F; MEM:16G; SSD:512G ~ Windows 10

BS 3# Intel Core i5-11400; MEM:16G; SSD:256G Windows 10

Car 1#-3# Raspberry Pi mainboard 4B 4G Raspbian OS
Car 4#-6# Raspberry Pi mainboard 4B 2G Raspbian OS

- - = = = o= o=

pi

Car 4# Car 3 Car 2# Car 1 Car 6#

Fig. 7.

Structure of prototype system.

Fig. 8. Deployment of prototype system.

VRSB concerning two different models. The model of R-tracing
can cope with two types of selfish behaviors. As shown in
Fig. 6(a), the reputation value of the selfish vehicle gradually
decreases over time. Once a vehicle chooses to actively report
information again, its reputation value increases rapidly. LRM
cannot detect the selfish behaviors of vehicles. As shown in
Fig. 6(b), the reputation values of VSB and VRSB are almost
unchanged during the process of the experiment. Fig. 6(c) shows
the reputation value changes of vehicles 15# and 27# in an
experiment. Vehicle 15# is a VRSB, while vehicle 27#is a VSB.

Under the influence of our tax strategy, their reputation values
gradually decrease over time. As vehicle 15# switches from the
selfish state to the positive reporting state in time, its reputation
value gradually increases after 800 seconds. This curve also
proves that our reputation model can incentivize selfish vehicles
to actively report information. In contrast, since LRM does
not take any measures against selfish behaviors, the reputation
values of vehicles 15# and 27# remain unchanged.

The above experimental results prove that the reputation
model of R-tracing not only resists malicious attacks through
the reward and punishment strategy but also suppresses selfish
behaviors through the tax strategy. With the traceability service
provided by the consortium blockchain, our model has stronger
adaptability in intelligent transportation scenarios than LRM.

B. Performance of Vehicle Reputation Management System

To test the system performance of R-tracing, a prototype
system is built in the laboratory environment using three kinds
of devices listed in Table III. As shown in Fig. 7, all devices
are deployed on a LAN. Each BS is emulated by connecting a
wireless AP to a computer host. According to Table III, there
are three BSs built in our experiment with different hardware
configurations. Two BSs belong to MO 1#, and the other belongs
to MO 2#. Besides, two servers are deployed in our experiment.
One belongs to PD, and the other belongs to DMV. Based
on these devices, a consortium blockchain consisting of six
nodes is constructed. We select Hyperledger Fabric v2.2.0 as
the implementation technology of our system in consideration
of its high efficiency and wide application. It should be noted
that R-tracing can also be realized through other mainstream
consortium blockchain technologies.
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3). (d) Throughput of Type 2 transaction.

As shown in Fig. 7, two BSs managed by MO 1# serve as peer
nodes, and BS 1# is selected as the leader peer. BS 3# is the only
BS of MO 2#, so it is directly set as the leader peer. Similarly,
there is also one leader peer on the two servers managed by
DMV and PD. Due to the limited number of hosts, we adopt
the Solo mode of HyperLedger Fabric and set only one orderer
node on Server 1#. It is worth noting that the orderer node is
only responsible for ordering submitted transactions, neither
participating in any transactions nor keeping a ledger like a peer
node. Fig. 8 shows the deployment of our prototype system. In
our experiment, six smart cars developed based on Raspberry
Pi are used to simulate vehicle nodes. Each car connects to
one AP through wireless signals and reports information to our
system. To test the performance of our prototype system, two
agent programs are developed respectively on Raspberry Pi and
Server 2#. In this way, smart cars can report information to BSs
at a fixed frequency, and the PD can also submit investigation
reports to the system at a preset frequency.

The throughput of different transactions is tested to verify
the performance of our system. It is worth noting that the
transactions for vehicle tax are periodically initiated by the peer
node of DMV, and it does not generate many burst requests
like the transactions for other usages. Therefore, only the first
two types of transactions defined in Section V-A are tested in
our experiments. Fig. 9 shows the throughput of Type 1 and
Type 2 transactions concerning different endorsement strate-
gies. Fig. 9(a) and (b) respectively show results of selecting
one and two endorsing nodes when the N-strategy is adopted,
while Fig. 9(c) shows results using the O-strategy. Since every
transaction needs to be endorsed by at least one peer node from
every other organization and our prototype system involves four
organizations, the number of endorsing nodes for the O-strategy
is set to 3. As the number of nodes increases, the endorsement
time of each transaction is prolonged, and the system throughput
gradually decreases. Fig. 9 shows the throughputs of the entire
system and three BSs in the form of a stacked bar chart. Due
to the difference in host configuration, the processing capability
of BS 1# is better than the other two BSs. When the reporting
frequency of each car reaches 100rps, other BSs have already
discarded some transactions, but BS 1# can still work normally.
Unlike Type 1 transactions, Type 2 transactions are triggered by
the investigation report submitted by the PD node. In Fig. 9(d),
as the sending frequency of the agent program on Server 2# in-
creases, our system gradually reaches a performance bottleneck.
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When the frequency is 800rps, many transactions are discarded
because they cannot be updated to the chain on time. As shown
in Fig. 9(d), although the number of endorsements affects the
performance, the O-strategy recommended by R-tracing still
achieves the throughput of 600tps.

In addition to throughput, we also conduct comparative ex-
periments on transaction confirmation latency and storage over-
head. Transaction confirmation latency is equal to the time differ-
ence between the submission to the chain and the confirmation
by all nodes. Fig. 10(a) shows the confirmation latencies of
Type 1 transactions concerning different endorsement strategies.
Since O-strategy uses three endorsing nodes, its confirmation
latency is more than two cases with N-strategy. Furthermore,
the confirmation latency grows as the reporting frequency in-
creases. It is especially worth noting that when the reporting
frequency of vehicles is higher than 200rps, our system reaches
its performance bottleneck, resulting in a significant increase in
transaction confirmation latency. Fig. 10(b) shows the confir-
mation latencies of Type 2 transactions. Their changing trends
are similar to those of Type 1 transactions. Once the reporting
frequency of the PD node reaches 1000rps, the transaction
confirmation latencies will increase greatly. Fig. 11 shows the
storage overhead of Type 1 and Type 2 transactions. With the in-
crement of the reporting frequency, the storage overhead of both
types of transactions also increases. According to the transaction
records described in Fig. 2, since a Type 1 transaction occupies
more bytes than a Type 2 transaction, the storage overhead of
Type 1 transactions is larger than that of Type 2 transactions.
When the reporting frequency of the vehicles reaches 200rps,
our system takes 8.5 MB of storage per second, and when the
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reporting frequency of the PD node reaches 1000rps, our system
needs 3.1 MB of storage per second.

To sum up, thanks to the efficient consensus mechanism of the
consortium blockchain, our R-tracing has achieved a throughput
of 600zps and a transaction confirmation latency of less than
one second. In [17], the proposed scheme adopts the consensus
mechanism of PoW. Since many hardware resources are used
for complex computing tasks, its throughput is only 12ps.
Although an improved consensus mechanism based on PoW
is adopted in [18], the throughput achieved by the prototype
system is 30¢ps. In contrast, the performance of our system
can meet the requirements of vehicle reputation management
in future 5G-IoV scenarios. However, the storage overhead of
our system is not ideal. Although the reporting frequency in
the actual scenarios is much lower than the limit tested in our
experiments, the number of users will be much larger than the
setting value. Therefore, reducing storage overhead becomes
a huge challenge for the long-term operation of R-tracing. In
recent years, researchers have paid attention to the storage defect
of blockchain and proposed some methods for off-chain transfer
storage [36][37]. In the future, we will leverage these methods
to optimize R-tracing.

VIII. CONCLUSION

Malicious attacks and selfish behaviors displayed by vehi-
cles in reporting information activities have become important
security issues affecting future intelligent transportation appli-
cations. Itis a promising idea to establish reputation for vehicles
and carry out systematic management, but there are some defects
in previous research. In this paper, we propose R-tracing, a
consortium blockchain-based vehicle reputation management
scheme. Our work focuses on the design and implementation
of R-tracing, its main contributions can be summarized in three
aspects. In terms of model design, we not only require that only
the verified information can be used as the basis for reputation
calculation, but also propose two different mechanisms to defend
against malicious attacks and selfish behaviors of vehicles. In
terms of system construction, we design a vehicle reputation
management system based on a consortium blockchain. On the
one hand, a distributed architecture is adopted to meet the needs
of multi-party management. On the other hand, three smart
contracts and an organization-based endorsement strategy are
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designed to provide publicly verifiable management services. Fi-
nally, through theoretical analysis and simulation experiments,
we prove that our vehicle reputation model can not only ef-
fectively resist malicious attacks and selfish behaviors, but also
meet challenges brought by vehicle intelligence. To verify the
feasibility of R-tracing, we also build a prototype system by
using Hyperledger Fabric and demonstrate that its throughput
far exceeds previous schemes. In summary, R-tracing can help
vehicles actively report real information in future 5G-enabled
intelligent transportation scenarios.
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