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Abstract—The rise of 5G communication technology brings
opportunities to traffic-oriented crowdsourcing in the Internet
of Vehicles (IoV). As vehicles act as workers in many traffic-
oriented crowdsourcing systems, there’s a growing focus on how
to get high-quality reports when some vehicles may be malicious
or selfish. Some researchers assign reputation values to vehicles
and select high-reputation vehicles to complete tasks, but these
efforts still have shortcomings. In model design, guaranteeing the
objectivity of reputation calculation, suppressing malicious and
selfish behaviors, and maximizing the utilities of honest vehicles
and service providers should be considered simultaneously. In
system construction, reputation verification service in multi-party
intelligent transportation scenarios and reputation management
system performance should be satisfied. In this paper, we propose
R-manager, a consortium blockchain-based vehicle reputation
management scheme. Firstly, we design a reputation model
that uses confirmed results to update reputation and suppress
malicious and selfish behaviors based on reputation deposit forfeit
and a tax mechanism. Besides, the model maximizes the utilities
of crowdsourcing participants by reaching the game equilibrium.
Secondly, we design a reputation management system based on
a consortium blockchain to abstract management activities as
transactions and verify them by executing smart contracts, which
meet multi-party management and reputation verification needs.
Moreover, we design a half-committee endorsement strategy to
improve system performance. Finally, our model is verified by
simulation, and it can better suppress malicious and selfish
behaviors compared with three different reputation models. We
implement a prototype system and evaluate its performance.
R-manager outperforms two state-of-the-art blockchain-based
schemes.

Index Terms—Reputation management, SG Internet of Vehi-
cles, Consortium blockchain, Crowdsourcing.

I. INTRODUCTION

The Internet of Vehicles (IoV) has become the cornerstone
of the intelligent transportation system with the rapid de-
velopment of 5G communication technology in recent years
[1]. As an indispensable mode of information interaction in
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IoV, crowdsourcing can utilize the idle resources of vehicles
to accomplish various tasks. Traffic-oriented crowdsourcing
can support many applications such as road status detection
[2], electric vehicle charging query [3], and arrival-departure
time plan [4]. Its typical scene is that a service provider
(SP) releases task information to nearby vehicles, and they
choose to take charge of a task and report results. The task
results reported from vehicles directly influence crowdsourcing
applications. Since the vehicles are manned, they may behave
maliciously or selfishly. Malicious vehicles may offer wrong
task results to interfere with crowdsourcing applications, and
selfish vehicles may neglect all the tasks for the purpose of
reducing overhead. Obviously, high-quality reports from vehi-
cles are the basis for supporting crowdsourcing applications.
High quality encompasses two levels of meaning. On the one
hand, vehicles actively participate in the reporting. On the
other hand, the vehicle earnestly completes the task and reports
the precise task result.

Cryptography theory [5] [6] can only guarantee the confi-
dentiality and integrity of reports in the transmission process
but cannot confirm the authenticity of report contents. To
encourage vehicles actively participate in crowdsourcing tasks
and respond to high-quality reports, some scholars [7] [8]
attempt to assign reputation values to vehicles and recruit
high-reputation vehicles to execute tasks. Therefore, how to
manage the reputation of vehicles is very important. For the
traffic-oriented crowdsourcing scenario, a complete reputation
management solution should include two parts: the design of
the reputation model and the construction of the reputation
management system. The first part defines how to calculate
reputation values and the second focus on how to apply the
reputation model in a practical system.

Many methods such as game theory [9] and deep learning
[10] are utilized to build reputation models. Three points
should be considered when designing a reputation model in
a traffic-oriented crowdsourcing application. First, the repu-
tation calculation basis should be confirmed. Most models
rely on subjective judgments [11] and feedback [12] from
task initiators and neighboring vehicles to calculate reputation
values. However, the above reputation calculation basis is
unconfirmed and may be forged by malicious vehicles. Second,
malicious and selfish behaviors should be suppressed. Existing
models [10] [12] focus on incentivizing vehicles to partici-
pate in crowdsourcing while ignoring malicious behaviors to
be suppressed. In addition, the incentive mechanism cannot
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kick out vehicles that are always selfish and unwilling to
participate in crowdsourcing. Third, the utilities of honest
vehicles and service providers should be maximized when
they participate in crowdsourcing. Existing studies [13] [14]
ignore maximizing utility and lack sufficient motivation to
engage vehicles in tasks. In general, current reputation models
cannot simultaneously achieve three goals: using a confirmed
calculation basis, suppressing malicious and selfish behaviors,
and maximizing the utilities of honest vehicles and service
providers.

The reputation management system can be constructed in
centralization or decentralization ways. The centralized repu-
tation management system [15] [16] not only has performance
bottlenecks and single point of failure risks but also cannot
meet multi-party reputation management needs. Decentralized
reputation management systems can be designed in different
architectures [17] [18]. These methods rely on vehicles or
roadside units to manage reputation. Although the system
scalability is improved, these distributed nodes neither main-
tain a unified vehicle reputation record nor provide publicly
verifiable services. Due to the advantages of immutability
and public traceability, blockchain technology is introduced
by researchers to provide reputation verification services [19]
[20]. These blockchain systems rely on multi-party consensus
to verify reputation, but their consensus mechanism is based on
Proof of Work (PoW), which results in the gap between system
performance and practical reputation management needs.

In this paper, we propose a consortium blockchain-based
vehicle reputation management scheme called R-manager. The
main contributions of our work are summarized as follows.

e We design a reputation model based on game equilib-
rium. First, our model uses the confirmed calculation
basis to update reputation. Second, the model deducts
the vehicles’ reputation deposits and taxes them to sup-
press malicious and selfish behaviors, respectively. Third,
the interaction between a service provider and vehicles
is modeled as a two-stage single-leader multi-follower
Stackelberg game to maximize the utilities of vehicles
and service providers.

o We construct a reputation management system based on
a consortium blockchain. First, multi-party reputation
management activities are abstracted into three types
of transactions. Second, we design smart contracts for
transactions and achieve multi-party verification of trans-
actions by executing these contracts. Third, we design a
half-committee endorsement strategy to further improve
system performance.

e R-manager is verified through simulation experiments
and system implementation. We prove our reputation
model can better suppress malicious and selfish behaviors
compared with three different reputation models. More-
over, we implement our reputation management system
prototype and it achieves higher throughput and less la-
tency compared with the two blockchain-based reputation
management schemes.

The rest paper is outlined as follows. The related work
is summarized in Section II. The overview of R-manager is

described in Section III. We present our reputation model in
Section IV and the reputation management system in Section
V. An overall analysis is given in Section VI to demonstrate
how R-manager achieves the design goals. In Section VII,
R-manager is verified by software simulations and system
experiments. Finally, our work is concluded in Section VIII.

II. RELATED WORK

In this section, we discuss related work in reputation model
design and reputation management system construction. In
Table I, we summarize the differences between R-manager
and existing works.

A. Reputation Model

The calculation basis is vital to affect the accuracy of vehicle
reputation values. Most reputation models rely on the subjec-
tive judgment of the task initiator to assess vehicles’ reputation
values. The authors in [13] calculated the satisfaction ratio
from the task initiator based on task completion time and task
quality. Then they evaluated the vehicles’ reputation based on
the satisfaction ratio. A probabilistic model was designed in
[11] to infer the quality of the received data and thus obtain the
subjective task quality. In addition to subjective judgment, the
interaction history of neighboring vehicles is also an important
basis for calculating reputation values. The studies in [12]
and [21] relied on feedback from other vehicles to calculate
reputation values.

To attract vehicles to participate in crowdsourcing, some
researchers designed a reputation incentive mechanism [22]
to analyze the utilities of vehicles with different behaviors. In
order to maximize the utility of the participants, the authors
in [10] used the deep learning method to determine the
action that can maximize the participants’ utilities. The authors
in [9] derived game equilibrium after analyzing static and
dynamic games in mobile crowdsourcing. The equilibrium-
based strategy can attract rational vehicles to actively work.
The authors in [23] obtained the optimal pricing under the
linear strategic equilibrium in order to maximize the utilities
of the participants, thereby providing vehicles with sufficient
incentives. In a word, the incentive mechanism can make
honest vehicles profitable and attract them to participate in
crowdsourcing.

Maximizing the utilities of the vehicles is an important
premise for ensuring that vehicles are willing to participate in
crowdsourcing. Most reputation management schemes ignore
maximizing vehicles’ utilities. The authors in [14] and [15]
reduced the reputation values of malicious vehicles to force
them to report reliably. Still, these methods cannot motivate
honest vehicles to participate in crowdsourcing. The authors
in [24] utilized Q-learning to help each vehicle make dynamic
and optimal decisions in an unknown environment, and vehi-
cles need to report correctly to maximize their rewards.

After analyzing the relevant models, we believe that the
following three points should be considered simultaneously
when designing a reputation model. (1) The reputation model
should use the confirmed calculation basis. Since attackers
can provide false judgment or feedback to degrade a vehicle’s
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TABLE I
COMPARSION WITH OTHER WORKS

No Reputation Model Reputation management system
Confirmed calculation basis | Malicious behaviors suppression | Selfish behaviors suppression | Maximizing utilities of SPs and vehicles | Multi-party management | Reputation verification | High system performance

1 9] X v X v X X X
2 [10] X X X v X X X
3 [ X v X v X X X
4 [2] X X X X X v v
5 1131 X v X X v X X
6 [141 X v X X v v v
7 [15] X v X X X X X
8 17 X v X X X X X
9 [18] X 4 X X X X X
10 [20] X X X X v 4 4
11 121 X v X X X v X
12 122 X X X v X v X
13 [24] X v v v X X X
14 [25]) v v X v v v X
15 [26] X v X X X X X
16 [27) X v X X X X X
17 28] X v X X X v X
18 129] X X X X v v X
19 1301 X X X X X v v
20 1311 v v v X v v v
21 ‘R-manager v v v v v v v

reputation, a confirmed result rather than a subjective evalua-
tion is required when calculating reputation. (2) The reputation
model should resist malicious and selfish behaviors. Since the
incentive mechanism is non-coercive, it cannot attract selfish
vehicles that refuse to perform tasks. Malicious and selfish
behaviors need to be resisted by compulsory measures to make
them unable to survive in the network. (3) The reputation
model must maximize the utilities of honest vehicles and
service providers so that they are willing to participate in
crowdsourcing.

B. Reputation Management System

System design is also important to the implementation of ve-
hicle reputation management solutions. The previous methods
[15] [26] established a centralized server in the IoV scenario
to manage queries and updates of reputation values. Although
the idea of building a central server is easy to realize, it has
the problems of a single point of failure and poor scalability.
With the development of cloud technology, the authors in [27]
used a layered reputation management system to calculate
the vehicle reputation values on the top layer with the help
of fog computing technology. Although the introduction of
cloud technology improves computing efficiency and reduces
the computing burden of managers, it is still a centralized
approach and cannot meet multi-party management needs.

In order to meet the needs of multiple organizations par-
ticipating in vehicle reputation management and system scal-
ability, some researchers designed a decentralized reputation
management system. In [17], each vehicle stored a reputation
matrix locally and updated the value of the reputation matrix
to maintain the reputation of all vehicles in the network. The
authors in [18] used a similar scheme, the difference is that it
upgraded the way of storing reputation values to a lightweight
database. Although the above-mentioned decentralized repu-
tation management systems constructed the distributed frame-
work, they brought huge overhead to the vehicle. Furthermore,

the above methods neither confirm the calculation basis nor
reach a consensus on the calculation process. Therefore, it
is difficult to uniformly maintain reputation values among
distributed nodes, which leads to the inability to provide
publicly verifiable reputation services.

To meet the public verification requirements for reputation
in traffic-oriented crowdsourcing scenarios, blockchain tech-
nology has been introduced to build a reputation management
system in recent years. The authors in [29] proposed a
blockchain-based hierarchical task management method and
stored the vehicle’s reputation values on the blockchain. This
approach required vehicles to keep a ledger, which puts a
strain on the vehicles’ limited storage resources. Adaptive fog-
blockchain reputation storage was proposed in [28], where fog
nodes maintained a blockchain to record the reputation values
of all users. In [30], the authors proposed a blockchain-based
decentralized framework named CrowdBC, where crowdsourc-
ing activities can be covered by smart contracts. Reputation is
updated when executing smart contracts. However, there are
two shortcomings in the above methods. First, the existing
blockchain-based schemes are not designed for multi-party
management needs. In the actual scenario, many parties want
to participate in the reputation maintenance process, and the
reputation value is only considered trusted by being verified by
multiple parties. Second, the consensus protocol based on the
public chain consumes a large number of computing resources
to submit a transaction, which leads to the inefficiency of the
reputation management system.

C. Motivation of R-manager

Aiming at the limitations of previous methods, we make
improvements in two aspects by proposing R-manager.

In model design, we have made three innovations. Firstly,
only the confirmed calculation basis is used to calculate
reputation, which ensures the reputation assessment is con-
vincing. Secondly, our model suppresses malicious and selfish
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behaviors with the help of reputation deposit forfeit and a
tax mechanism. Thirdly, we model the interaction between a
service provider and vehicles as a Stackelberg game. Besides,
our model can maximize the utilities of service providers and
vehicles by reaching game equilibrium.

In system construction, we have designed a consortium
blockchain-based reputation management system for traffic-
oriented crowdsourcing in 5G-IoV. First, we design a consor-
tium blockchain to meet the needs of multi-party reputation
management. Second, reputation management activities in
crowdsourcing applications are abstracted into three types of
transactions. Transactions are recorded on the chain to ensure
reputation verification and traceability by executing smart
contracts. Finally, we propose a half-committee endorsement
strategy to improve the system’s performance.

It is worth mentioning that we had designed R-tracing [31]
to suppress the malicious attacks and selfish behaviors that
vehicles may exhibit when reporting messages. However, R-
tracing is designed for intelligent traffic applications based
on vehicle active reporting, and it is not suitable for traffic-
oriented crowdsourcing applications. In a crowdsourcing pro-
cess, a service provider issues a task, and then the vehicle
undertakes and performs the task. Therefore, in addition to
vehicles, maximizing the utility of service providers also needs
to be considered when building a reputation model. R-tracing
cannot meet the need, so we build a reputation model in R-
Manager to meet the key need by reaching the Stackelberg
game equilibrium.

III. OVERVIEW OF R-MANAGER

In view of the above shortcomings, we propose R-manager,
a consortium blockchain-based vehicle reputation management
scheme. In this section, we give an overview of R-manager by
introducing the system components, reputation management
activities, and our design goals.

A. System Components

As shown in Fig. 1, the system consists of Mobile Operators
(MO), the Department of Motor Vehicles (DMV), and the Po-
lice Department (PD). We describe each component using the
concept of organization. In R-manager, different organizations
set up nodes to jointly maintain a consortium blockchain. All
nodes within an organization trust each other, but the nodes
between organizations do not fully trust other nodes.

MO is responsible for deploying base stations to expand
the coverage of 5G signals, thereby expanding crowdsourc-
ing applications to entire urban areas. Macro Base Station
(MBS) and Small-cell Base Station (SBS) are two types
of base stations deployed by MOs. MBS has better storage
and computing capabilities and can be used as a node to
maintain a blockchain. The SBS is responsible for forwarding
vehicle messages to its MBSes. This configuration ensures that
vehicles with poor signals can still communicate with MBS.
Therefore, MBSs equipped with multiple SBSes can make up
for the limited coverage of 5G signals, which ensures that
vehicles can get tasks and return results at any time. In the
rest of this paper, we use the base station (BS) to represent an

MBS and its affiliated SBSes. In addition to the nodes used for
the base station to operate the blockchain, the MO also needs
to deploy nodes that provide public services. As shown in Fig.
1, a web service runs on Node 4# will help different service
providers issue crowdsourcing tasks. Node 3# and Node 5#
act as proxy nodes for two different MOs to participate in
reputation management.

Consortium blockchain
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Fig. 1. Consortium blockchain-based reputation management in traffic-
oriented crowdsourcing

DMV is responsible for the registration of vehicles entering
the network and the cancellation of vehicles leaving the net-
work. A vehicle should apply to the DMV before joining the
intelligent transportation application. After receiving a request
from a vehicle, the DMV needs to establish a reputation
account on the consortium blockchain, assign an initial value,
and issue a digital certificate for it. Only vehicles registered
with the DMV are legal vehicles. Similar to PD, DMV also
sets up some nodes to participate in the maintenance of the
blockchain, which will perform reputation calculation result
verification.

PD is responsible for the impartial confirmation of a traffic-
oriented task result and uploading the confirmed results to
the blockchain. The smart contract will be triggered to update
the vehicles’ reputation values according to the task results
confirmed by PD. On the one hand, PD can confirm on the
spot by dispatching the police vehicle, such as dealing with
vehicle collisions. On the other hand, it can use the existing
road traffic monitoring system for direct confirmation, such
as observing congestion on a road segment. The task results
provided by PD will be uploaded to the blockchain as a truthful
calculation basis for the service provider to decide whether to
offer rewards. As a party involved in management, PD can
verify the transaction of each update of vehicle reputation.

It should be noted that service providers do not participate
in the maintenance of the blockchain, and they release task
information to nodes that provide public access services to re-
cruit vehicles to complete tasks. Vehicles can also accumulate
reputation value through this service. In Fig. 1, two different
SPs directly access the web service running on Node 4# to
release tasks. Besides, Vehicles as workers for completing
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tasks, can be divided into three categories according to their
behaviors: honest vehicles, selfish vehicles, and malicious
vehicles.

B. Reputation Management Activities

In R-manager, MO, DMV, and PD maintain an official
reputation account and manage the reputation values of all
vehicles in the network. The service provider can use the
crowdsourcing service provided by the blockchain to purchase
the corresponding reputation values to reward vehicles. We
summarize the reputation management activities for traffic-
oriented crowdsourcing into two parts: reputation management
based on crowdsourcing tasks and periodic reputation manage-
ment for vehicles.

The reputation management based on crowdsourcing tasks
will update the vehicle’s reputation according to the result of
the vehicle participating in the crowdsourcing tasks. As shown
in Fig. 1, Node 4# is run by a MO and provides public access
services. The service provider releases the task to the web
service running on Node 4#. Node 4# will find the nearby
nodes according to the task location, and forward the task
information to them and the corresponding base stations. The
base station will broadcast the task information to the vehicles
in its area, and vehicles will selectively complete the task
according to their situation. Once the task is completed, the
vehicle sends the result to the corresponding web service in
Node 4# through the base station, and Node 4# will be respon-
sible for uploading task participation records to the blockchain.
At the same time, the PD will confirm the authenticity of the
task result and update the vehicles’ reputation values based on
the confirmed result. If the confirmed result is consistent with
the result provided by the vehicle, the vehicle’s reputation will
increase as a reward. Otherwise, the number of false reports
will increase by one.

Periodic reputation management for vehicles is used to
inhibit the survival of selfish vehicles. Selfish vehicles never
participate in crowdsourcing tasks, so no incentive or reward
can suppress the vehicles’ selfish behaviors. In R-manager, the
system periodically collects taxes from vehicles based on their
task participation records. After each reputation management
period ends, the base station will query the vehicle’s historical
behaviors and current reputation, calculate the tax of every
vehicle, and update the vehicle reputation values.

C. Design Goals of R-manager

To accomplish vehicle reputation management in traffic-
oriented crowdsourcing, we propose six design goals that need
to be met as follows. The first three of them are for the
reputation model and the last three are for the reputation
management system.

1) Malicious behaviors suppression: Malicious vehicles
can compete with honest vehicles to interfere with normal
crowdsourcing. After obtaining task information, a malicious
vehicle can choose not to complete the task but upload an ar-
bitrary result to cheat for the reward. Therefore, the reputation
model must take into account the malicious behaviors and take
appropriate measures to suppress it.

2) Selfish behaviors suppression: Vehicles that always are
selfish and unwilling to participate in crowdsourcing should
not exist in the system for a long time. They enjoy the
convenience brought by the intelligent transportation system
without any pay. Therefore, it is necessary to take coercive
measures to suppress their survival.

3) Maximizing utilities of SPs and vehicles: In order to
attract vehicles to actively participate in crowdsourcing and
report high-quality results, the reputation model must ensure
that the utilities of honest vehicles are maximized every time
they report. Besides, as the basic goal of crowdsourcing,
maximizing the utilities of service providers should also be
considered.

4) Multi-party management: As shown in Subsection
III-A, there are different organizations in the vehicle crowd-
sourcing network, which are trusted within themselves, but
not between organizations. Therefore, the need for different
organizations to manage reputation values should be con-
sidered when designing the reputation management system.
Multi-party reputation management cannot only improve the
credibility of reputation values but also meet practical needs.

5) Reputation verification: After a reputation value is cal-
culated, it needs to be verified by different organizations.
An updated reputation record should be recalculated by each
organization to verify that it is the same as the recalculated
reputation value. Only if the reputation update record is
validated by multiple organizations, then such an updated
reputation record can be considered a valid reputation update.

6) High system performance: Most of the previous repu-
tation management systems based on blockchain use public
chains, which need to consume plenty of computing resources
and inevitably lead to low efficiency of reputation manage-
ment. To meet the actual reputation management needs, we
need to improve system performance and design a reputation
management system with high throughput and low latency.

IV. REPUTATION MODEL

In this section, we first model the crowdsourcing par-
ticipation process with the Stackelberg game and then use
backward induction to obtain the maximum utility of service
providers and vehicles. Finally, We present the additional tax
mechanism.

A. Problem Formulation

In the problem definition, we simplify the process of the
service provider interacting with the vehicles through the
web application. A typical scenario is considered, where a
service provider releases some tasks to n vehicles in a region,
denoted as N = {1,...,n}. Traffic-oriented crowdsourcing
tasks involve identifying congested road sections and confirm-
ing collisions at intersections. The vehicle can analyze data
from its sensors to give accurate results. The service provider
determines the unit price a for every vehicle according to its
reputation value. After receiving the task and its price, the
vehicles decide whether to engage in this task according to its
situation by sending a signal value of e. For all vehicles, the
value of e must be greater than 0 and the cost determined
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by e must be less than their reputation values. A vehicle
pays the corresponding reputation as a deposit if it chooses
to participate in some task and reports the task result. When
a vehicle is far from the incident of the task, it may decide
not to accept this task because of high costs. No reputation
will be deducted if a vehicle chooses not to accept tasks.
All in all, the whole interaction can be seen as a service
provider posting a price for the vehicle and the vehicle making
its own decision based on the price. Therefore, the above
process is modeled as a two-stage single-leader multi-follower
Stackelberg game, where the service provider is the leader
and vehicles are followers. The service provider and vehicles
all strive to maximize their utilities by choosing the optimal
strategy, which ensures that vehicles complete crowdsourcing
tasks and report high-quality task results to service providers.
The whole game process can be listed in two steps as follows:

Stepl: The service provider releases a traffic-oriented task
and unit prices A to these vehicles. A = {a1, ..., a, }, where
a; is a unit price to be paid for the vehicle ¢ if it participates
the task.

Step2: After getting the task information and unit price,
every vehicle will choose whether to accept this task. If a
vehicle decides to accept this task, it will finish it and send the
task result with its signal value e to the service provider. From
a vehicle’s perspective, it will determine e by maximizing its
utility. From a service provider’s perspective, the received e
marks the vehicle’s judgment on the authenticity of the task
result, and a larger signal value means the vehicle is more
certain of the authenticity of the task result. The vehicle can
choose not to accept tasks and keep silent. The service provider
receives multiple signal values from vehicles accepting tasks,
denoted as & = {eq, ..., en }.

Vehicles need to be deducted the reputation value as a
deposit according to unit prices and signal values. The deposit
paid by the vehicles involved in the task is defined in Eq (1).
A vehicle needs to choose an optimal signal value e* that
maximizes its utility.

c(e) =ea (D

For any traffic-oriented task, the PD will confirm it and
provide a truthful result about this task. The result will be
uploaded to the blockchain and the PD will upload rewards
according to the vehicle’s task completion conditions, and
rewards will be paid by the service provider. Rewards will be
offered by increasing vehicle reputation if a vehicle completes
the task correctly. The reward consists of two parts: the first
part is a fixed reward defined in Eq (2), and the second part in
Eq (3) is a bonus determined by the signal value submitted by
the vehicle. The vehicle will not receive a reward if it reports
a wrong task result.

Ifized = 0logaS | 2
Tbonus = rmaaz(l —€ B) (3)

« and f are two tuning parameters for different applications.
Another parameter S in Eq (2) is fixed, which represents the
number of vehicle categories in the crowdsourcing network.
We also consider selfish vehicles in addition to the honest
vehicles and malicious vehicles mentioned in Subsection

III-B. Therefore, S is set to 3. 7,4, represents the maximum
value of the bonus. 7., €nlarges with the increase in e, and
its marginal utility [32] will decrease. From the perspective of
vehicles, the utility of vehicle v; with reputation value 6; is
defined in Eq (4). s; represents whether the vehicle can get the
reward, s; = 0 when the result reported by the vehicle is not
consistent with the result provided by PD, otherwise s; = 1.
A reward is presented by 7. The service provider’s revenue is
equal to the deposit of vehicles minus the reward it provides,
and its utility is defined in Eq (5). It should be noted that R-
manager also includes a tax mechanism, which is only related
to the vehicle’s reputation value and irrelevant to the a and e
in the utility function. Therefore, we set the tax to be paid by
the vehicle as ¢; and add it to the utility functions. g indicates
whether to trigger the tax mechanism.

u; = s;r — ¢i(e;) — gty

_e “4)
= (alog23 + Tmax(1 — €77 ))s; — aje; — gt;
Us = Z(aiei —r;i8; + gti)
izl . (5)
= Z a;e; + gt; — Z(alogg3 + Tmaz (1 — 67%))&‘
i=1 i=1

Based on the above analysis, we take Step 2 of the game
as the follower game and transform the vehicle utility maxi-
mization problem into the following optimization problem:

Pl: maxu;

s.t. C;: ci(e;) <0, (6)
CQ & Z 0

For vehicle v;, two constraints need to be satisfied in Eq
(6). First, the vehicle reputation value needs to be guaranteed
non-negative after deducting the cost of sending the task result.
Second, the signal value selected by the vehicle needs to be
greater than or equal to 0.

Step 1 of the game as leader game will be proceeded by the
service provider, which is defined in Eq (7). Three constraints
need to be considered in the leader game. Like the follower
game, the leader game requires two constraints in the follower
game for each vehicle. Besides, the third constraint defines that
the price needs to be determined by the reputation value of
the vehicle, where b, and b, respectively represent the upper
and lower boundaries.

P2: maxug
€4,Q4

S.1. Cq: 61(61) <6,

C2 L er Z 0

. 01 01
Csigy 2a 23, 7
C(311—2 : cn(en) S an
Cip_1:€, >0

. On On

CSn by Z Qn, Z ba

The solution of the game represents the optimal strategy
of the players. Stackelberg equilibrium will be defined as the
game result, which means a player will not obtain more utility
if it deviates from the best strategy provided by Stackelberg
equilibrium.
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Definition 1 (Stackelberg equilibrium): An optimal strategy
(a*,e*) constitutes a Stackelberg equilibrium if the following
conditions are satisfied:

u;(a*,e*) > u;(a”, e;,e;), Ve, 8)

us(a*,e*) > us(a,e*),Va )

In the above equations, a and e are feasible strategies
in the strategy set, and e*, is the optimal signal value for
all the followers except vehicle v;. In this way, we model
the interaction process between a service provider and the
vehicles as a leader-follower game and formalize the utility
maximization problem for both. In Subsection IV-B, we solve
the problem to obtain the optimal actions of the service
provider and the vehicle and design the reputation model based

on the game equilibrium.

B. Game Equilibrium Solution

Backward induction is a common method to solve the
Stackelberg game problem, which is utilized to get the optimal
strategy of the problem defined in Subsection IV-A. After
obtaining the unit price a; from the service provider, vehicles
will compete with each other to maximize their utility. We
will prove the existence of a Stackelberg equilibrium in the
follower game. According to [33], a Stackelberg equilibrium
exists if the following conditions are satisfied.

e The number of players is finite.

o The strategy sets are convex and closed.

o The utility function is continuous and quasi-concave in
the set of all feasible solutions.

Our game is a two-stage single-leader multi-follower Stack-
elberg game. The number of vehicles is n. The strategy set of
any vehicle must obey two constraints. The first constraint
ensures the signal value e sent by this vehicle is non-negative,
which means the vehicle can choose not to undertake the
task or choose to complete the task with the confidence e.
Therefore, the signal value set is closed and convex. Next,
we give Lemma 1 to prove the existence and uniqueness of
optimal strategy.

Lemma 1: Given the unit price .4 from the service provider,
the optimal strategy for vehicle ¢ can be given as follows:

* SiTmax
e; = fln e (10)

Proof: We need to obtain the Hessian matrix of U;(a;, e;)
for each follower 7. First, we calculate the first derivative of
u; with respect to e; in Eq (12). Further, the second derivative
of u; with respect to e; can be defined in Eq (13). Therefore
the Hessian matrix of U;(a;,e;) for each follower ¢ can be
defined as:

32wy, 3%u, 8%,
Oe? Oeyea deren
8%u; 821? %u;
Jese Oe Odese
H=|"" 2 o (11)
8%u; %u; %u;
deneq denes 86?\,

The non-diagonal elements of the Hessian matrix are 0, and
the diagonal elements of the Hessian matrix are defined in

Eq (13). Thus, the matrix is negative semi-definite, and the
objective function is concave. So we can conclude there is
a unique Stackelberg equilibrium according to the theory in
[34]. The proof ends. The best strategy for each follower 7 can
be obtained by setting the first derivative of w,; with respect
to e; equal to zero. The optimal strategy for vehicle ¢ can be
computed in Eq (10).

0 i i'max — %2

a“ = Zifmas % _ 4, (12)
e

0%u; SiTmax _ %

902 = 52 e B <0 (13)

According to the above analysis, the service provider, as a
leader in the Stackelberg game, knows the existence of Stack-
elberg equilibrium among the vehicles. Therefore, Eq (10) can
be constituted into Eq (7) and we get a new optimization
problem. Obviously, solving this problem is complex because
of the large number of constraints. We choose the Gradient
Descent algorithm to solve it for Stackelberg equilibrium,
which is a common algorithm in optimization problems.

The problem can be solved after using the gradient descent
algorithm, which will be demonstrated further in Subsection
VII-A. As the number of iterations increases, the unit price
tends to stabilize. Eventually, we can get the optimal price for
the service provider.

P2: max Yiy aiflnigmes — 370 | (aloga3
K Bin Slgvzgw
+gti + Tmax(l —e P ))Sz
S.L. Ch: alﬁln% <6,
Cy : Bln>7mee > 0
Cs:gt>a >t

u

(14)

C3p—2: anﬂln% <0,
Cap1 : fln®2lmae >

C3n:f:2an2%

>

Based on the game equilibrium, a reputation model will be
designed, which specifies the deposit and reward of vehicle
participation in the task according to the above equations.
Our model relies on game equilibrium and feedback from
authority organizations such as PD to ensure that the utilities
of vehicles and service providers are maximized. Besides, all
the reputation updates will be verified by nodes from different
organizations in a blockchain network, which ensures the
authenticity of the calculated reputation value.

C. Tax Mechanism

As an additional module of our model, the tax mechanism is
used to discourage selfish behaviors. It needs to comply with
two fundamental principles. The first principle is that vehicles
with a high reputation value should pay a higher tax than
vehicles with a low reputation value. R-manager considers
situations where vehicles, that have obtained high reputation
values, stop receiving tasks. The first principle is to prevent
the situation described above. It ensures that the vehicle’s
reputation value cannot remain stable all the time. When
reputation decays, selfish vehicles are compelled to participate
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in crowdsourcing tasks. This principle also corresponds to
the real world: high-income people should pay more taxes
and take more social responsibilities. The second principle is
that if a vehicle reports more wrong crowdsourcing results,
then the tax it should pay should be higher. Records of
vehicles participating in crowdsourcing tasks are stored on the
blockchain, which means that the vehicle activities have the
consensus of multiple organizations. Taking vehicle ¢ as an
example, the consortium blockchain records the total number
of times p;, that vehicle ¢ participates in crowdsourcing tasks
and the number of times p;,- that vehicle ¢ participates honestly
in crowdsourcing tasks. The number of times p;,, that vehicle
1 participates maliciously in tasks can be computed with p;,
and p;,.. So we can define tax mechanism as follows.

S - Dir  _

s ay = AETE T e T thn 1
ti(0i, 04, di) , . 5
Piw Dir
rogobe =T b < thry

i=1 Fiw ia

In the above equation, thry represents the confidence thresh-
old. At the beginning of each tax cycle, the base station
will classify all vehicles into two vehicle sets according to
their participation in the crowdsourcing task. The first set
is the potentially honest vehicle set (PHVS). Vehicles ¢ will
be considered potentially honest if % is greater than thry.
Otherwise, it will be classified as a potentially malicious
vehicle set (PMVS). For a vehicle in PHVS, the tax will be
charged according to its reputation value, and a vehicle with a
higher reputation value will pay more tax. In PMVS, the tax is
computed according to the number of maliciously submitted
crowdsourcing results. Vehicles that maliciously participate
in crowdsourcing tasks more times will be charged more
reputation values as tax. n; and ny represent the number of
vehicles in the above two vehicle sets respectively. Besides,
T represents the tax to be levied by service providers since
the last tax period. 7; and 72 need to satisfy the following
equations.

ri4+ro=1 (16)

V. REPUTATION MANAGEMENT SYSTEM

This section presents the detail of the reputation man-
agement system based on a consortium blockchain. Three
different types of transactions are abstracted to fulfill the
needs of reputation management activities. Besides, all the
transactions will be as the basic data structure operated by
smart contracts, which will automatically complete reputation
calculation and verification.

A. Transaction Design

In order to accomplish reputation updates and reputation
verification, we design three types of transaction structures
as shown in Fig. 2. Type 1 transactions are used to extract
evidence from the results of crowdsourcing tasks reported by
the vehicle, and Type 2 transactions are used to reward vehicles
with correct task results. Type 3 transactions are initiated by
the base station to collect tax from the vehicle. The common
part of the three types of transactions is the green area, where
Transld is the identifier assigned to each transaction, Type

marks the category of a transaction, and Nodeld marks the
transaction initiator. Vehicleld represents the vehicle identifier.
Besides, UploadTimestamp records the time the transaction
was uploaded.

In the Type 1 transaction, SignalValue records the signal
value a vehicle chooses. Cost is the guaranteed reputation
value to be paid for completing this task. Taskld specifies
the task identifier, Position records the task position and
SndTimestamp records the timestamp of the transaction sent.
In the Type 2 transaction, Result marks whether the task result
provided by the vehicle is consistent with the result after
PD confirmation. UpdateValue records the specific reputation
value of this operation. Taskld specifies the task identifier
corresponding to this transaction. In the Type 3 transaction,
Right and Sum represent the number of times the vehicle
has correctly participated in crowdsourcing tasks and the
number of times the vehicle has historically participated in
crowdsourcing tasks, respectively. The tax to be paid on the
vehicle is saved in the Tax. The last PeriodEndTime records
the last tax timestamp.
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Type 1 : Transaction record for crowdsourcing task
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Type 3 : Transaction record for tax

Fig. 2. Transaction records for reputation management

B. Half Committee Endorsement Strategy

The reputation management system based on PoW [19]
requires nodes to spend a lot of computing resources to reach a
consensus. This process is time-consuming, so it cannot meet
the reputation management needs of actual crowdsourcing
scenarios. R-manager contains a consortium blockchain-based
reputation management system, replacing the consensus of all
nodes with the consensus among organizations, transactions
can be uploaded to the chain in a shorter time. In a consortium
chain, the endorsement strategy is used to reach a consensus
among organizations. To further improve the system through-
put while ensuring the correctness of transactions, the half-
committee endorsement strategy is proposed. The core idea of
the half-committee is to select endorsement nodes based on the
number of organizations that participate in the maintenance of
the blockchain. These selected nodes will form a committee. A
transaction is valid only after the endorsement of a transaction
is completed in every committee node. We assume that the
attacker cannot know or manipulate the randomly selected
organizations or their nodes. Therefore, the committee can be
considered trustworthy.
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Algorithm 1: Half Committee Endorsement Strategy

Algorithm 2: Smart contract for Type 1 transactions

Input: trd: transaction record; Norg: the number of organizations;
Output: rlt: endorsement result;
Nena < | 52] +1;
cnt < 0
0+ {}
E < {}
for i = 1 To N¢pq do
0; < get_random_node(i);
0.add_node(0;);

8 for o; in O do
9 e; < get_random_node(0;);
0 | E.add_node(e;);

1 for e; in E do

B N N N

12 switch (trd.type) do

13 case / do

14 f <+ e;.call_smart_contract_I(trd);
15 break;

16 case 2 do

17 f < e;.call_smart_contract_2(trd);
18 break;

19 case 3 do

20 f < e;.call_smart_contract_3(trd);
21 break;

22 if f then

23 | ent < cnt+1;

24 if (ent = Nepq) then
35 | rlt < true;

26 else
27 L rit < false;

28 return rit;

As shown in Algorithm 1, the half-committee endorsement
strategy is divided into three main steps: (1) The algorithm
computes the number of endorsement nodes according to the
number of organizations, and randomly selects organizations
according to the number of endorsement nodes. (2) Each
selected organization randomly selects endorsement nodes and
adds them to the endorsement set built for the current transac-
tion. (3) Each endorsement node executes the corresponding
smart contract to confirm the transaction. After completing
the execution of the endorsement strategy, the endorsement
process of the current transaction ends, which ensures that
each transaction is confirmed.

C. Smart Contract for Reputation Management

The smart contract is automatically executed in multiple
nodes from different organizations, and the process is called an
endorsement. Every transaction defined in Subsection V-A is
valid only after different nodes have executed smart contracts
to verify it. The system can be deployed with a pre-defined
number of nodes to endorse a transaction. We design three
smart contracts for the three types of transactions to manage
reputation, and each node will execute the corresponding
smart contract to complete an endorsement when it receives a
transaction.

Algorithm 2 will be executed when the node receives a Type
1 transaction. The endorsing node first obtains the original
task information based on the Transld and then gets the
vehicle reputation value based on the Vehicleld. Secondly,
the endorsing node checks whether the signal value in the

Input: trd: transaction record;

Output: 7lt: execution result;
1 t < get_task_from_node(trd.nodeld,trd.transld);
2 0 < get_reputation_from_chain(trd.vehicleld),
3 if (trd.signalValue = t.signalValue) then

4 ¢ < cal_cost(trd.signalValue,0);
5 if (c >0 OR ¢ <0) then

6 L rlt < false;

7 else if (¢ = trd.cost) then

8 L rit < true;

9 else

10 L rit <+ false;

11 else

12 L rit <+ false;

13 return rit;

Algorithm 3: Smart contract for Type 2 transactions

Input: trd: transaction record;
Output: 7rlt: execution result;
rlt < true;
0 < get_reputation_from_chain(trd.vehicleld);
e < get_signal_from_chain(trd.taskld);
if (trd.Flag = True) then
w < cal_reward(e);
if (w = trd.updateValue) then

LH’H9+W;

O N N R

8 else
L rlt <+ false;

10 return rit;

transaction and the signal value in the task information are
the same, only if they are the same will it calculate the cost.
After calculating the cost, a cost legality check that ensures the
calculated deposit cannot exceed the reputation value will be
conducted. Finally, the node compares whether the calculated
deposit and the cost in the transaction #rd are the same, if they
are then it returns true. The algorithm will output false if the
transaction does not pass any of the above checks.

According to steps in Algorithm 3, the endorsing node first
gets the current reputation value of the specified vehicle and
queries the signal value from the chain. Then it calculates
the reward for the vehicle according to the confirmation
result. If the calculated reputation value is consistent with the
UpdateValue, it will update the reputation value and return
true. Otherwise, it returns false.

Algorithm 4 is called periodically to get the tax from
the vehicle. Firstly, the endorsing node obtains the current
reputation of the vehicle, the number of tasks completed, and
the number of tasks completed correctly. Secondly, con is
calculated to decide which category the vehicle belongs to.
Finally, the tax to be paid on the vehicle will be calculated
and compared with the tax claimed in the transaction, returning
true if it is the same and false otherwise.

Multiple organization nodes complete the transaction ver-
ification by running the smart contract, and the transaction
includes the update process of reputation values. Therefore the
entire reputation calculation process is open and transparent,
so the reputation value has strong credibility.
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Algorithm 4: Smart contract for Type 3 transactions

Input: trd: transaction record;
Output: 7lt: execution result;
0 < get_reputation_from_chain(trd.vehicleld);
T <« get_official_account_change(trd.periodEndTime);
T1 —1r - T,
Ty <12 - T,
pr < get_right_from_chain(trd.vehicleld);
Ppa <— get_all_from_chain(trd.vehicleld);
con < cal_confidence(p,,ps) ;
if (con >thri) then
| ope 1
10 else
| npe 2
12 t < cal_tax(type,pr.pa);
13 if (r >0 OR 1 <0) then
14 L rlt < false;

C % T A ! R W N =

15 else if 7 = trd.tax then
16 | rir < true;

17 else
18 L rit + false;

VI. ANALYSIS OF R-MANAGER

In this section, we demonstrate R-manager can fulfill all
the design goals listed in Subsection III-C.

1) Malicious behaviors suppression: We model the inter-
action between vehicles and a service provider as a two-stage
single-leader multi-follower game, where both the service
provider and vehicles will take actions that maximize their
utility. The utility of a malicious vehicle under different actions
is analyzed. u!, and uj, represent the revenue of a malicious
vehicle reporting a correct task result and reporting a wrong
task result.

t
u =71 —cie;) — gty ) an

= alog23 + Tmaz (1 — 6_?1) —aze; — gt;

ul = —ci(e:) - gti (18)
In Eq (18), the vehicle’s utility is the reward he gets minus
the cost of sending the task result, and the vehicle cannot
get any reward in Eq (19). Obviously, u! is always bigger
than u/. So the best choice for malicious vehicles is to
report correct task results. In our model, the malicious vehicle
cannot get any reward and pay the deposit. Besides, the
additional tax mechanism will deduct its reputation. Therefore,
malicious behaviors suppression is achieved through deducting
the deposit and taxing.

2) Selfish behaviors suppression: In Subsection IV-C,
we design a tax mechanism that divides vehicles into two
categories based on crowdsourcing task completion results.
vehicles that mainly behave honestly will pay tax accord-
ing to their own reputation, and vehicles that mainly report
maliciously will be charged according to the frequency of
malicious behaviors. The purpose of our tax mechanism is
to impose reputation deductions on all vehicles to force them
actively participate in crowdsourcing tasks. For vehicles that
do not participate in the crowdsourcing task, their Z—a will
be regarded as 0. They are classified as PMVS and their
utility is computed in Eq (20). So our model suppresses selfish

behaviors because they cannot maintain their reputation at a
high level for a long time.

0; T Pir ~_—
= Bir >—thry
it 0 Pia (19)
Piw Dir
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3) Maximizing utilities of SPs and vehicles: We model
the interaction between vehicles and a service provider as a
Stackelberg game and solve their utility maximization problem
to obtain the Stackelberg game equilibrium. Because both
honest vehicles and service providers perform crowdsourcing
tasks based on the game equilibrium, their utilities can be
maximized.

4) Multi-party management: In R-manager, we have built
a distributed reputation management system for different orga-
nizations, in which DMV, PD, and MOs jointly maintain the
entire system. Each node from all the organizations forms a
consortium chain. The submission of transactions on the chain
requires endorsement by different organizations. A transaction
submitted by a node is only valid after other nodes reach
a consensus. Therefore, R-manager’s reputation management
system can meet the needs of multi-party management.

5) Reputation verification: In R-manager, reputation ver-
ification is completed by executing smart contracts to verify
transactions. Due to the immutable nature of the blockchain,
transactions can provide a reliable calculation basis for rep-
utation verification. Any node can execute smart contracts to
check whether the reputation value in the transaction is correct,
so R-manager can provide verifiable reputation service for
different organizations.

6) High system performance: To meet the practical require-
ments of reputation management, it is necessary to improve
the system’s performance. /R-manager has made two optimiza-
tions. First, a reputation management system based on the
consortium chain is designed, which replaces the consensus of
nodes with the consensus among organizations for improving
system efficiency. Secondly, the half-committee endorsement
strategy is designed to improve system efficiency.

VII. EXPERIMENTS

In this section, we conduct experiments including two parts
to validate the effectiveness of R-manager. The first part is
to prove that the Stackelberg equilibrium-based reputation
model can effectively discourage malicious and selfish workers
and attract honest workers to report high-quality results. The
second part is to build a prototype system and test its perfor-
mance. Besides, we share the source code of R-manager on
GitHub to make it beneficial.'

A. Experiment Analysis for Reputation Model

The reputation model aims to suppress malicious and selfish
behaviors and attract honest vehicles to report high-quality task
results. We need to first build a traffic-oriented crowdsourcing
environment and implement the designed reputation model.
To build a crowdsourcing environment with as many vehicles
as possible in IoV, our simulation is conducted on MATLAB

Uhttps://github.com/enzeyu/TVT_R-manager
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TABLE II
PARAMETERS IN THE EXPERIMENT
Parameter Value
a 10
B 2
Tmax 100
bu 10
by 20
Number of vehicles 50,50,100,100,150
Number of tasks 50

Number of service provider 1

Malicious rate 10%,20%.30%,40%,50%
Tax interval 2

The maximal reputation 1000

R2020b, where five scenes with different numbers of vehi-
cles, different malicious rates, and one service provider are
constructed as follows:
¢ Scene 1: The number of vehicles is 50, and the malicious
rate is 10% (5 vehicles).
e Scene 2: The number of vehicles is 50, and the malicious
rate is 20% (10 vehicles).
¢ Scene 3: The number of vehicles is 100, and the malicious
rate is 30% (30 vehicles)
o Scene 4: The number of vehicles is 100, and the malicious
rate is 40% (40 vehicles).
e Scene 5: The number of vehicles is 150, and the malicious
rate is 50% (75 vehicles).

Besides, 50 crowdsourcing tasks are released to simulate
a long-running crowdsourcing platform in five scenes. The
initial reputation value follows a normal distribution with a
mean of 400 and a variance of 50. The parameters defined in
Section III are shown in Table II. We set the tax interval to 2,
which means the tax mechanism will be triggered automati-
cally after every two missions. Experiments demonstrate how
different vehicles’ reputation values change under different
reputation models as crowdsourcing tasks increase. We discuss
the average results of 10 repeated experiments in the following
paragraphs.
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Fig. 3. Reputation model convergence

The convergence of the game equilibrium-based reputation
model is the first part that needs to be proven. As shown in
Fig. 3b, the utility of the service provider gradually increases
as the number of iterations increases and stabilizes at the
18# iteration. Because the service provider needs to provide
reputation values, the maximization of its utility is equal to
the loss minimization. Then we take an honest vehicle as an

example and analyze its utility change with the increase in
the number of tasks, which proves our model can motivate
vehicles to engage in crowdsourcing tasks. As the number of
participation tasks increases, this vehicle’s participation cost
decreases, and its reputation value increases. The reward the
vehicle receives increases and then stabilizes, which is shown
in Fig. 3a. Therefore, our model can converge to a steady state.

Further, we conduct comparative experiments to show that
our model can better suppress malicious behaviors and attract
honest vehicles to report high-quality task results. We select
three different methods as follows:

o Fixed Linear Reputation Model (FLRM) [30] [35]: The
idea of FLRM is that vehicles receive a fixed reward for
completing tasks honestly and a penalty of the same value
for completing tasks maliciously.

o Computational Model for Reputation and Ensemble-
based Learning Model (CMRELM) [36]: A type of
nonlinear reputation model that uses piecewise functions
to update reputation.

o Reputation Mechanism-based Deep Reinforcement
Learning (RMDRL) [37]: The idea of RMDRL is to
obtain the optimal vehicle action based on reinforcement
learning.

Fig. 4-Fig. 6 show the impact of four reputation models on
the reputation values of honest and malicious vehicles in five
scenes. We can observe that the effects of the four reputation
models on honest vehicles and malicious vehicles are similar
in different scenes. We take Scene 3 as an example for
analysis. As shown in Fig. 5a, the reputation values of honest
vehicles increase as the number of participating tasks increases
under the influence of all reputation models. The reason for
this phenomenon is that s; of honest vehicles is 1, which
will be rewarded accordingly. However, due to the selection
of optimal actions in RMDRL, the vehicle’s reputation value
reaches maximum value after 35 tasks, which may lead to
selfish behavior of the vehicle. FLRM also increases the vehi-
cle’s reputation value without any limit. CMRELM does not
give vehicles sufficient rewards, making them with insufficient
motivation to participate in crowdsourcing. In contrast, R-
manager strikes an appropriate balance between rewarding
honest vehicles and suppressing selfish behavior. R-manager
controls the growth rate of vehicle reputation value through
tax mechanisms and reward mechanisms to force vehicles
with high reputation values to participate in crowdsourcing. As
shown in Fig. 5b, all models can suppress malicious behaviors
by reducing vehicle reputation but only R-manager ensures
that each vehicle’s reputation can decrease at a faster rate
than other methods through collecting taxes and deducting
reputation deposits. In our model, s; of malicious vehicles
is 0, so they get no reward. As the number of tasks increases,
the cost paid by malicious vehicles becomes higher, which
eventually leads to their reputation value becoming O.

To show the superiority of the /R-manager more clearly, we
choose two example vehicles to demonstrate the reputation
change, where vehicle 23# is an honest vehicle and vehicle
8# is a malicious vehicle. Fig. 7a displays the reputation value
changes of vehicle 23#. During the first 20 tasks, the growth
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rate of /R-manager is higher, and after 20 tasks, the growth of
reputation value will be slowed. In contrast, both FLRM and
RMDRL reward honest vehicles infinitely, and although the
CMRELM method increases rewards in subsequent tasks, it is
difficult to attract honest vehicles to participate in early tasks
due to the low rewards. Therefore, R-manager achieves a good
balance between rewarding honest vehicles and inhibiting
selfish vehicles. Fig. 7b shows the reputation value change
of vehicle 8#. In R-manager, under the dual effects of the tax
mechanism and reputation deposit, the malicious vehicle’s rep-
utation value drops rapidly and will decrease to O after 8 tasks.
FLRM punishes malicious vehicles with a fixed reputation
value, so the punishment is insufficient to suppress them. The
CMRELM and RMDRL methods cannot exert severe penalties
when the malicious vehicles’ reputation value is low, which
increases the probability of these vehicles launching malicious
attacks. In summary, R-manager outperforms other methods in
suppressing malicious vehicles and attracting honest vehicles
to complete crowdsourcing tasks.

Lastly, we prove our tax mechanism plays a vital role
in preventing selfishness. We first show 40 honest vehicles’
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Fig. 7. Reputation value changes of vehicle 8# and vehicle 23# in four models
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Fig. 8. Reputation value changes of vehicles under the influence of the tax
mechanism

reputation value changes under tax and no taxes. As shown
in Fig. 8a, although the reputation values of honest vehicles
are generally growing, their growth rate has slowed down
under the effect of the tax mechanism. The reputation values
of vehicles remain relatively stable after reputation reaching
800. If there is no tax, the reputation values of vehicles will
be close to the maximum reputation after participating in 20
crowdsourcing tasks. The vehicles may show selfish behaviors
because their reputation values are relatively high. Fig. 8b

Authorized licensed use limited to: Nanjing University. Downloaded on October 12,2024 at 13:21:04 UTC from IEEE Xplore. Restrictions apply.

© 2024 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.



This article has been accepted for publication in IEEE Transactions on Vehicular Technology. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOI 10.1109/TVT.2024.3458080

JOURNAL OF KTEX CLASS FILES, VOL. X, NO. X, AUGUST XXXX

o
docker docker docker

. Orderer Node

O%rderiljlg
Service

Leader Peer do!cker

docker docker

MO 2#

e. &)
docker docker

Peer Node

Fig. 9. Reputation management system implementation by consortium blockchain

takes vehicle 18# as an example to display the impact of
the tax mechanism on the vehicle’s reputation. For vehicles
that remain selfish, it is clear that they cannot survive in
crowdsourcing due to their regular tax payments. In general,
the tax mechanism can further enable vehicles to participate in
more crowdsourcing tasks and reduce the occurrence of selfish
behaviors.

B. Experiment Analysis for Prototype System

We use Vmware software to build a 4GB RAM virtual
machine as an experimental platform, which has 40G external
memory and a dual-core processor. Our system is implemented
on Ubuntu 16.04 with tools including Docker and Hyperedger
Fabric v2.2.0 with 1184 lines of core codes, among which 330
lines are for implementing smart contracts mentioned in Sub-
section V-C with Golang language. A reputation management
system implementation is shown in Fig. 9, where four leader
nodes belonging to PD, DMV, and two MOs are organized
to simulate the scenario where multiple organizations manage
reputation. Each organization also sets up two peer nodes for
providing external services and one orderer node for sorting
transactions. In Hyperledger Fabric, the orderer service is
responsible for sorting transactions and packing them into
blocks, which is utilized by setting orderer nodes in different
organizations. In the actual implementation, due to the limita-
tion of system resources, we only design one orderer node and
four leader nodes. The leader node will take responsibility for
providing external services. The consensus mechanism used
by the reputation management system is the Raft protocol.
In R-manager, after the half-committee endorsement strategy
verifies the correctness of transactions, the Raft protocol is
used to complete the transaction upload.

For the system to meet actual needs, all smart contracts
are packaged as web interfaces. Interfaces and their functions
are shown in Table III. record_veh interface encapsulates
Algorithm 2, recording vehicle participation in crowdsourcing.

TABLE III
INTERFACES IN REPUTATION MANAGEMENT SYSTEM

Interface name Function Encapsulation
register_veh Register vehicles
delete_veh Revoke vehicles
record_veh Record task participation Algorithm 2
update_veh Update vehicle information Algorithm 3
tax_veh Tax vehicles Algorithm 4
query_veh Query vehicle information

update_veh interface encapsulates Algorithm 3, providing the
reputation update service. tax_veh interface encapsulates Al-
gorithm 4, providing the tax service. It should be noted that the
remaining three interfaces do not involve the reputation model,
so no specific algorithm is encapsulated. According to inter-
face functions and actual scene needs, querying and updating
reputation values are the two most commonly used services.
Algorithm 2 records the conditions of vehicles participating
in crowdsourcing, and it corresponds to updating a record.
Algorithm 3 and Algorithm 4 both use the query interface to
get relevant vehicle information and then update the vehicle
reputation values. Therefore, in the following experiments, we
mainly measure the system’s performance in terms of updates
and queries.

Throughput and latency are used as performance metrics
in the experiment. Throughput is the number of requests
processed by the system per unit of time. Latency is the
time difference between when a request is sent and when
the result is obtained. High throughput means the system can
handle more requests and low latency means the request will
be returned in a short period. In the experiment, different
thread numbers are constructed to simulate the actual scenario
of multiple users performing reputation management. Every
thread establishes a connection and sends a request. The
number of threads is adjusted at intervals of 50 from 50 to
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500 to send requests. Experiment results will be analyzed as
follows.
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Fig. 10. Throughput and latency under different thread numbers

As shown in Fig. 10a. The throughput of the query rep-
utation increases with the rise in the number of threads.
When the number of threads increases from 450 to 500, the
throughput hardly changes, because the entire system reaches
a bottleneck state. Reputation value update also has a similar
trend. But reputation update throughput is lower than the
query throughput. The reason is reputation update requires
two operations of reading and writing. When the whole system
reaches the bottleneck state, the query throughput and update
throughput are 296 and 288, respectively. As shown in Fig.
10b, the system’s query latency and update latency increase to
more than 1000ms as the number of threads rises. The latency
is around 1.5 seconds when the system reaches a bottleneck
state, which is acceptable.

In summary, our consortium blockchain-based management
system can meet practical management needs by achieving
a throughput of 280 and a latency of around 1.5 seconds in
a machine. In [20], the proposed scheme adopts the PoW.
Its throughput is only 12 since many computing resources
are used for solving complex problems, The similar system
is constructed [30], which relies on Ethereum technology to
achieve a system with 37 seconds delay. The above methods
cannot meet the practical reputation management needs in
IoV. We design a half-committee endorsement strategy, which
improves system throughput and reduces latency by reducing
the time to reach consensus.

VIII. CONCLUSION

Obtaining high-quality reporting in the presence of ma-
licious and selfish vehicles is gaining attention for traffic-
oriented crowdsourcing in 5G-IoV. Previous reputation-based
works still have some drawbacks. In this paper, we propose a
consortium blockchain-based vehicle reputation management
scheme named R-manager. In model design, we design a repu-
tation model based on feedback from the authority department
to suppress malicious behaviors by reputation deposit forfeit.
Besides, a tax mechanism is proposed to curb selfish vehicles.
Our model also maximizes the utilities of service providers and
vehicles by reaching Stackelberg game equilibrium. In system
construction, we propose a multi-organization reputation man-
agement architecture and design three transactions to cover
all the reputation management activities. Besides, we design
three smart contracts to provide reputation verification and

management. To improve system performance, we design a
half-committee endorsement strategy. Simulation experiments
prove our model can effectively attract honest vehicles to
report high-quality task results by maximizing vehicles’ utility
and repressing malicious and selfish behaviors. Besides, a
reputation management system is constructed and achieves 280
transaction processes per second and a latency of up to 1.5
seconds.
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